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About This Guide

This guide describes the agent services tools that a Netscape Certificate
Management System agent uses to administer a subsystem’s certificates and
keys.

This preface has the following sections:
e What You Should Already Know

e What'’s in This Guide

e Conventions Used in This Guide

e Where to Go for Related Information

What You Should Already Know

This guide is intended for Certificate Management System agents—that is,
privileged users designated by the Certificate Management System
administrator to manage requests from end entities for certificate-related
services. Each installed Certificate Management System manager (Certificate
Manager, Registration Manager, and Data Recovery Manager) can have one or
more agents.

Server administrators should refer to the Netscape Certificate Management
System Administrator’s Guide for information on how to designate agents and
assign agent privileges to users and groups.

Before reading this guide, you should be familiar with the basic concepts of
public-key cryptography and the Secure Sockets Layer (SSL) protocol. These
include the following topics:

e encryption and decryption

e public keys, private keys, and symmetric keys

e digital signatures

e the role of digital certificates in a public-key infrastructure (PKI)

About This Guide 5



What’s in This Guide

certificate hierarchies
SSL cipher suites

the purpose of and major steps in the SSL handshake

For overviews of these topics, see Appendix D and Appendix E of Managing
Servers with Netscape Console.

What’s in This Guide

This guide describes the duties of the agents for the various CMS subsystems
and explains how to accomplish each task.

Chapter 1, “Agent Services,” provides an overview of the product and
identifies the different kinds of users, including agents. The chapter also
summarizes the tasks of each subsystem agent and lists the HTML forms
you use to perform agent tasks. Finally, the chapter explains how to access
the Agent Services pages and forms.

As a Certificate Manager or Registration Manager agent, you are responsible
for handling requests for certificates that are made by end entities (end
users, server administrators, or other CMS subsystems) using manual
enrollment. Chapter 2, “Handling Certificate Requests,” describes the
general procedure for handling requests and explains how to handle
different aspects of certificate request management.

Chapter 3, “Finding and Revoking Certificates,” explains how, as a
Certificate Manager agent, you can use the Agent Services page to find and
examine a specific certificate issued by Certificate Management System, or
retrieve a list of certificates that match specified criteria. This chapter also
explains how to revoke certificates, and manage the certificate revocation
list.

Chapter 4, “Publishing to a Directory.” describes how a Certificate Manager
agent can update the LDAP directory with the current status of certificates.
Chapter 5, “Recovering Encrypted Data,” describes how to process key
recovery requests, and how to recover stored encrypted data when the
encryption key has been lost. This service is only available when the Data
Recovery Manager subsystem is installed.
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Conventions Used in This Guide

Conventions Used in This Guide

This guide uses the following conventions:

e Monospaced font

This typeface is used for text that is an executable part of a program or text
that you type. It’s also used for filenames, directory names, and URLs.

e Jtalic

Italic type is used for emphasis and to introduce new terms.

e Square brackets [ ]

Square brackets enclose commands that are optional.

e Angle brackets <>

Angle brackets indicate placeholders for items that vary, such as pathnames
and variable names. Replace the angle brackets and their text with text that
applies to your situation.

e Slash/

A slash is used to separate directories in a path. (Note that the Windows NT
operating system supports both the slash and the backslash.

Where to Go for Related Information

This section summarizes the documentation that ships with Certificate
Management System, using these conventions:

e <server_root> is the directory where the CMS binaries are kept
(specified during installation).

e <instance_id> is the ID for this instance of Certificate Management
System (specified during installation).

The documentation set for Certificate Management System includes the
following:

e Managing Servers with Netscape Console provides background information
on basic cryptography concepts and the role of Netscape Console.
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Where to Go for Related Information

e For the HTML version, see <server_root> /manual/en/admin/
help/contents.htm

e Netscape Certificate Management System Agent’s Guide (this guide) provides
detailed reference information on CMS agent interfaces. To access this
information from the Agent Services pages, click any help button.

e The HTML version of this guide is located in <server_root>/
<instance_id>/web/agent/manual/agt_gide /
contents.htm

e The PDF version of this guide is located at <server_root>/manual/
en/cert/pdf/cs40_agt.pdf

e Netscape Certificate Management System Installation and Deployment Guide
provides detailed information on deployment options for Certificate Server,
a walk-through of a test or demo installation, and complete installation
instructions. To access the installation and configuration information from
within the CMS Installation Wizard, click any help button.

e The HTML version of this guide is located at <server_root> /
manual/en/cert/dep_gide/contents.htm

e The PDF version of this guide is located at <server_root>/manual/
en/cert/pdf/cs40_dep.pdf

e Netscape Certificate Management System Administrator’s Guide provides
detailed reference information on Certificate Management System
administration interfaces. To access this information from the CMS window
within Netscape Console, click any help button.

e The HTML version of this guide is located at <server_root> /
manual/en/cert/adm_gide/contents.htm

e The PDF version of this guide is located at <server_root>/manual/
en/cert/pdf/cs40_adm.pdf

e End-entity help (online only, not printed) provides detailed reference
information on Certificate Management System agent interfaces. Users can
access this guide by clicking any help button in the end user pages.

e The HTML version of this guide is located at <server_root>/
<instance_id>/web/ee/manual/ee_gide /contents.htm
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Important

Where to Go for Related Information

Do not change the default location of any of the HTML files; they are used for
online help. You may move the PDF files to another location.

For a complete list of all documentation that ships with Certificate Management
System, including documentation for Directory Server, see <server_root>/
manual/index.html

You will not be able to access the files and directories specified here if you
don’t have access to the machine on which Certificate Management System is
installed. The CMS guides listed here are also available in printed form with the
packaged product.

For the latest information about Certificate Management System, including
current release notes, complete product documentation, technical notes, and
deployment information, see http://home.netscape.com/eng/server/

cms/ .
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Chapter

Agent Services

This chapter describes the role of the privileged users called agents in
managing Netscape Certificate Management System (CMS). It also introduces
the tools that agents use to administer service requests.

The chapter has the following sections:

e Overview of Certificate Management System (page 11)
e Agent Tasks (page 14)

e Forms for Performing Agent Operations (page 19)

e Accessing Agent Services (page 21)

Overview of Certificate Management System

Netscape Certificate Management System is a highly configurable set of
software components and tools for creating, deploying, and managing
certificates. The standards and services that facilitate the use of public-key
cryptography and X.509 version 3 certificates in a networked environment are
collectively called the public key infrastructure (PKD) for that environment. In
any PKI, a certificate authority (CA) is a trusted entity that issues, renews, and
revokes certificates. An end entity is a person, router, server, or other entity
that uses a certificate to identify itself.
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Overview of Certificate Management System

To participate in a PKI, an end entity must enroll, or register, in the system. The
end entity typically initiates enrollment by giving the CA some form of
identification and a newly generated public key. The CA uses the information
provided to authenticate, or confirm, the identity; it then issues the end entity a
certificate that associates that identity with the public key, and signs the
certificate with the CA’s own private signing key.

End entities and CAs may be in different geographic or organizational areas or
in completely different organizations. CAs may include third parties that
provide services through the Internet as well as the root CAs and subordinate
CAs for individual organizations. Policies and certificate content may vary from
one organization to another. End-entity enrollment for some certificates may
require physical verification, such as an interview or notarized documents,
while enrollment for others may be fully automated.

To meet the widest possible range of configuration requirements, Certificate
Management System permits the independent installation of three separate
subsystems, or "managers," that typically play distinct roles:

¢ A Certificate Manager functions as a root or subordinate certificate
authority. This subsystem issues, renews, and revokes certificates, generates
certificate revocation lists (CRLs), and can publish certificates and CRLs to a
Lightweight Directory Access Protocol (LDAP) directory. It can be
configured to accept requests from end entities, Registration Managers, or
both, and can process requests either manually (that is, with the aid of a
human being) or automatically (based entirely on customizable policies and
procedures). When set up to work with a separate Registration Manager, the
Certificate Manager processes requests and returns the signed certificates to
the Registration Manager for distribution to the end entities. (For an
overview of the role of certificate authorities and related concepts of public-
key cryptography, see Appendix D of Managing Servers with Netscape
Console.)

e A Registration Manager performs a subset of end-entity tasks performed
by the Certificate Manager, such as enrollment or renewal, on behalf of the
Certificate Manager. After the Registration Manager approves requests, it
forwards them to the Certificate Manager, which processes them and issues
the certificates. The Registration Manager then distributes the certificates to
the end entities and can publish them to the appropriate directory.

e A Data Recovery Manager oversees the long-term archival and recovery of
private encryption keys for end entities. A Certificate Manager or
Registration Manager can be configured to archive end entities’ private
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Overview of Certificate Management System

encryption keys with a Data Recovery Manager as part of the process of
issuing new certificates. The Data Recovery Manager is useful only if end
entities are encrypting data (using applications such as S/MIME email) that
the organization may need to recover someday. It can be used only with
client software that supports dual key pairs—that is, two separate key pairs,
one for encryption and one for digital signatures. This service is available in
newer clients only (including future versions of Communicator). The Data
Recovery Manager archives encryption keys. It does not archive signing
keys, since such archival would undermine nonrepudiation properties of
dual-key certificates.

Since CAs can delegate some responsibilities to subordinate CAs, a Certificate
Manager might delegate responsibilities to one or more levels of subordinate
Certificate Managers, and Registration Managers might delegate responsibilities
to subordinate Registration Managers. Therefore many complex variations are
possible.

Three kinds of entities can access CMS subsystems: administrators, agents, and
end entities. Administrators are responsible for the initial setup and ongoing
maintenance of the subsystems. Administrators can designate users with special
privileges, called agents, for each subsystem. Agents manage day-to-day
interactions with end entities and other aspects of the PKI. This guide describes
the tasks that agents can perform. End entities access Registration Manager or
Certificate Manager subsystems to enroll in a PKI and to take part in other life-
cycle management operations, such as renewal or revocation.

Figure 1.1 shows the ports used by administrators, agents, and end entities. All
agent and administrator interactions with CMS subsystems occur over HTTPS.
End-entity interactions can take place over HTTP or HTTPS.

Chapter |, Agent Services 13



Agent Tasks

Figure 1.1 Certificate Management System and its users

Certificate Management System

EE ports Agent Administration
port port
HTTP HTTPS HTTPS HTTPS
End-entity N
registration Agent services Cetsca||37
services (HTML forms) CM:nS.O:
(HTML forms) window

1

Yam—/
Browsers and
other products

End entities

Agent Tasks

-

Browsers

Agents

=
Java

application

Administrators

The designated agents for each subsystem are responsible for the everyday
management of end-entity requests and other aspects of the PKI:

e Certificate Manager agents manage certificate requests received by the
Certificate Manager subsystem, maintain and revoke certificates as
necessary, and maintain global information about certificates.
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Agent Tasks

e Registration Manager agents manage the certificate requests received by the
Registration Manager subsystem.

e Data Recovery Manager agents initiate the recovery of lost keys, and can
obtain information about key service requests and archived keys.

To perform the privileged operations of an agent, you use the CMS Agent
Services pages. To access these pages, you must have a personal SSL client
certificate, and the CMS administrator must have identified you as a privileged
user in the user database. For more information on how to get set up as a
privileged user, see the Netscape Certificate Management System
Administrator’s Guide.

Certificate Manager Agent Services

The default entry page to the Certificate Manager agent services is shown in
Figure 1.2. To access these pages, you must be a designated Certificate Manager
agent and your client software must have a valid certificate identifying you as
such.

Figure 1.2 Certificate Manager Agent Services page

pe
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Agent Tasks

As a Certificate Manager agent, you can perform the following tasks:

Handle certificate requests.

You can list the certificate service requests received by the Certificate
Manager subsystem, assign requests to yourself, reject or cancel requests,
and approve requests for certificate enrollment. See Chapter 2, “Handling
Certificate Requests.”

Clone requests.

You can clone any request, whether it’s still pending, canceled, rejected, or
completed. This can be useful in a variety of situations. For example, if a
user receives a certificate that doesn’t work because it has been incorrectly
formulated, you can locate the completed request, clone it, and correct it
without requiring the user to enroll a second time. Cloning a request gives it
a new request ID number and puts it into the list of pending requests, but
does not change the status of the original request.

Find certificates.

You can search for individual certificates, or search for and list certificates
by various criteria, then display the details of certificates you have found.
See Chapter 3, “Finding and Revoking Certificates.”

Revoke certificates.

If a user's key has been compromised, you need to revoke the user's
certificate to ensure that the key is not misused. You may also need to
revoke the certificates of users who have left the organization. You can use
Certificate Manager Agent Services to find and revoke a specific certificate
or a set of certificates. Users can also revoke their own certificates. See
“Revoking Certificates” on page 52.

Update the CRL.

The Certificate Manager maintains a public list of certificates that have been
revoked, called the certificate revocation list (CRL). The list is usually
maintained automatically, but you may sometimes need to use the
Certificate Manager Agent Services page to update the list manually. See
“Updating the CRL” on page 560.

Publish certificates to a directory.
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Agent Tasks

You can set up Certificate Management System to publish certificates and

lists of revoked certificates in an LDAP directory. Certificate information is
usually published automatically, but you may sometimes need to use the

Certificate Manager Agent Services page to update the directory manually.
See Chapter 4, “Publishing to a Directory.”

Registration Manager Agent Services

The default entry page to the Registration Manager agent services is shown in
Figure 1.3. To access these pages, you must be a designated Registration
Manager agent and your client software must have a valid certificate identifying
you as such.

Figure 1.3 Registration Manager Agent Services page

te Management Agent Services

System

Registration Manager

List Requests List Requests
Use this form to show a list of cenificate requests.

Request status ' Show pending requests
' Show requests being senviced
' Show canceled requests
' Show rejected requests
' Show completed requests
' Show all requests
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Find |ﬁrst |5 records Help |

As a Registration Manager agent, you can handle certificate requests. You can
list the certificate service requests received by the Registration Manager
subsystem, assign requests to yourself, reject or cancel requests, clone requests,
and approve enrollment requests to be passed on to the Certificate Manager for
issuance. See Chapter 2, “Handling Certificate Requests.”
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Agent Tasks

Data Recovery Manager Agent Services

The default entry page to the Data Recovery Manager agent services is shown
in Figure 1.4. To access these pages, you must be a designated Data Recovery
Manager agent and your client software must have a valid certificate identifying
you as such.

Figure 1.4 Data Recovery Manager Agent Services page
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System
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As a Data Recovery Manager agent, you can perform the following tasks:
e List key recovery requests from end entities.

e List or search for archived keys.

e Initiate the recovery of private data-encryption keys.

Key recovery requires the authorization of one or more recovery agents. The
administrator for the Data Recovery Manager designates recovery agents.
Typically, several recovery agents own portions of the storage key for the Data
Recovery Manager. The approval of m of a total of n agents is required to
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Forms for Performing Agent Operations

authorize key recovery. The values of m and #» for your installation of the Data
Recovery Manager is determined by the administrator in charge of the
subsystem.

For more information on these tasks, see Chapter 5, “Recovering Encrypted
Data.”

Forms for Performing Agent Operations

The agent services consist of a form-based HTML interface that is part of your
Certificate Management System installation. The CMS administrator designates
particular users as agents for each installed subsystem (Certificate Manager,
Registration Manager, and Data Recovery Manager). Only a designated agent
for a subsystem can use the Agent Services interface for that subsystem. In
addition, you must have a personal client SSL certificate to access the Agent
Services interface.

As a subsystem agent with the proper certificate, you use the Agent Services
page to access the forms you need to perform the agent tasks. Table 1.1
describes each of these HTML forms.

Table I.I Forms used for agent operations

Form name Description

List Requests (Certificate ~ Use this form to examine, select, and process requests
Manager and Registration  for certificate services. Both Certificate Manager and
Manager) Registration Manager agents can use this form.

For instructions on using this form, see “Listing
Certificate Requests” on page 30 in Chapter 2.

List Certificates Use this form to list certificates within a range of serial
(Certificate Manager) numbers. You can limit the list to valid certificates. Only
Certificate Manager agents can use this form.

For instructions on using this form, see “Basic Certificate
Listing” on page 43 in Chapter 3.
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Forms for Performing Agent Operations

Table I.I Forms used for agent operations (Continued)

Form name

Description

Search for Certificates
(Certificate Manager)

Revoke Certificates
(Certificate Manager)

Update Revocation List
(Certificate Manager)

Update Directory Server
(Certificate Manager)

List Requests
(Data Recovery Manager)

Use this form to search for and list certificates issued by
CMS. Only Certificate Manager agents can use this form.

This form allows you to search by subject name or by
certificate type, the state of the certificate (expired,
revoked, and so on), and the dates when the certificate
was issued or revoked, expired, or became valid.

For instructions on using this form, see
“Advanced Certificate Search” on page 45 in Chapter 3.

Use this form to search for and revoke certificates issued
by Certificate Management System. Only Certificate
Manager agents can use this form.

For instructions on using this form, see
“Revoking Certificates” on page 52 in Chapter 3.

Use this form to manually update the published list of
revoked certificates. Only Certificate Manager agents can
use this form.

For instructions on using this form, see
“Managing the Certificate Revocation List” on page 56 in
Chapter 3.

Use this form to update the LDAP publishing directory
with changes in certificate information (newly issued
certificates, updated CRLs, and so on). Only Certificate
Manager agents can use this form.

For instructions on using this form, see
“Updating the Directory with Changes” on page 61 in
Chapter 4.

Use this form to find and examine requests for key
services. Only Data Recovery Manager agents can use
this form.

For instructions on using this form, see
“Viewing Key Service Requests” on page 71 in Chapter 5.
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Table I.I Forms used for agent operations (Continued)
Form name Description
Search for Keys Use this form to find and list specific archived keys. Only

(Data Recovery Manager) Data Recovery Manager agents can use this form.

For instructions on using this form, see
“Finding Archived Keys” on page 64 in Chapter 5.

Recover Keys Use this form to find and recover specific archived keys.

(Data Recovery Manager) Only Data Recovery Manager agents can use this form.
You can select a key in the list returned by a search and
initiate its recovery, which must be authorized by
designated key recovery agents.

For instructions on using this form, see
“Recovering Keys” on page 67 in Chapter 5.

Authorize Recovery Use this form to remotely authorize a key recovery

(Data Recovery Manager)  request initiated by another Data Recovery Manager
agent. Key recovery agents do not have to be Data
Recovery Manager agents if key recovery is handled
locally; however, only key recovery agents who are also
Data Recovery Manager agents can access this form.

For instructions on using this form, see
“Recovering Keys” on page 67 in Chapter 5.

Accessing Agent Services

Access to the agent services forms requires certificate-based authentication.
Only users who authenticate with the correct certificate and who have been
granted the proper access privilege can access and use the forms. The
operation uses the SSL protocol; that is, you connect to the server using HTTPS
(not HTTP) on the SSL agent port. For example, if Certificate Management
System is installed on a host named cert.mycompany.com  and is running on
port 443 (the default port for SSL connections), you invoke the Agent Services
interface by using the following URL:

https://cert. mycompany.com:443
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Accessing Agent Services

The Agent Services pages are written in HTML and are intended to be
customized. This document describes the default pages. If your administrator
has customized these pages, yours may differ from those described here. Check
with the CMS administrator for information on your local installation.

Administrator/Agent Certificate
Enrollment

Immediately after installing any Certificate Management System instance, the
administrator must enroll for the initial administrator/agent certificate. This is
the first user certificate that Certificate Management System issues.

The initial user is both an administrator and an agent. This person can create
additional agents with the appropriate user privileges and issue them
certificates. Since there is no agent yet to approve the request, a special
enrollment form allows you to get this first certificate automatically.

After you submit this initial Administrator/Agent Certificate Enrollment form, it
is automatically disabled, so that no one else can acquire a certificate without
agent approval or some form of automated authentication. The system
automatically adds the initial user to the list of agents.

To enroll for the first agent certificate, you should be working at the computer
you intend to use as the agent, so that the new certificate will be installed in the
browser you will be using to access the Agent Services pages. Follow these
steps:

I. Open a web browser window.
2. Go to the URL for the SSL agent port.

By default, this is a URL of the following form:

https://<hostname>:<agent_port_number>

e For <hostname> | provide the fully qualified domain name of the
machine on which Certificate Management System is installed; for
example, mymachine.mydomain.com

e The <agent_port_number> is the TCP port specified during
installation for agent communications over SSL.
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Accessing Agent Services

The first time you access this port, the system opens the Administrator/
Agent Certificate Enrollment form.

Because you have accessed an SSL port, Certificate Management System
presents its server SSL certificate to your browser for authentication. This is
the server SSL certificate that you created during installation. Because you
just created it, it is not on your browser’s list of trusted certificates. Before
you see the Administrator/Agent Certificate Enrollment form, a series of
dialog boxes appears that lets you add the CMS server certificate to your list
of trusted certificates.

Complete the dialog boxes as instructed (the exact procedure depends on
the browser you are using).

In the Administrator/Agent Certificate Enrollment form, enroll for a client
SSL certificate as the system’s first privileged user by entering the following
information:

Authentication Information

User ID: The ID you entered for the CMS administrator during
installation.

Password: The password you specified for the CMS administrator
during installation.

Subject Name

The subject name is the distinguished name (DN) that identifies the certified
owner of the certificate.

Full name: Name of administrator/agent

Login name: User ID of administrator/agent

Email address: Email address of administrator/agent

Organization unit: Name of the organization unit to which the
administrator/agent belongs

Organization: Name of the company or organization the administrator/
agent works for.

Country: Two-letter code for the administrator/agent’s country.

User’s Key Length Information

Key Length: The length of the private key that will be generated by your
browser. This key corresponds to the public key that is part of the
administrator/agent certificate.

Note that the validity period of this initial agent certificate is hard-coded as
one year.
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5. Click Submit.
6. Follow the instructions your browser presents as it generates a key pair.

7. If authentication is successful, the new certificate will be imported into your
browser, and you will be given an opportunity to make a backup copy.

Now you have a client authentication certificate in the name you specified. This
special user, who was named as the initial administrator for Certificate
Management System during installation, has been automatically designated as
the first agent. This certificate allows you to access the Agent Services pages. As
an agent, you can approve enrollment requests and start issuing new
certificates. To access the CMS windows in Netscape Console, you use the user
ID that you specified for the certificate and the corresponding password—both
of which must correspond to the values you specified for the CMS administrator
during installation.

After you submit the initial Administrative Enrollment form, it is no longer
available from the agent port. If something goes wrong and you are unable to
obtain the administrator/agent certificate, you must reset a parameter in the
configuration file to make the initial administrative enrollment form available
again. Follow these steps:

I. In the left frame of Netscape Console, open the CMS instance for which you
want to display the Administrator/Agent Certificate Enrollment form.

The server requests the password for the CMS administrator.
2. Click the icon labeled Stop the Server.

3. Go to the directory <server_root> /<instance_lD>/config , open
the file CMS.cfg in a text editor, and find the following line:

agentGateway.enableAdminEnroll=false
4. Change false to true | and save the file.

5. Start the server from the CMS window where you stopped it. (Alternatively,
right-click on the name of the instance in the left frame and choose Start
Server.) At this point, the server asks you for the single signon password
you specified during installation.

6. The next time you access the SSL agent port, the Administrator/Agent
Certificate Enrollment form will be available again.

Netscape Certificate Management System Agent’s Guide



Accessing Agent Services

Agent Services Entry Page

To access the Agent Services interface in a default installation:
I. Open a browser.

2. Go to the URL for the SSL agent port.

This is the same URL you used to access the initial Administrator/Agent
Certificate Enrollment form.

3. In the Agent Services entry page, click the subsystem whose agent services
you require.

ficate Management Agenl Services
System

= Certificate Manager Agent Services
The operations available through this menu are used to
process cetificate requests, revoke certificates, and
update infarmation in the directory server

= Services Summary

Copyright () 1998 Metscape Comrmunications
Corparation.

The choices depend on which subsystems have been installed in the particular
Certificate Management System instance. (The Certificate Manager and
Registration Manager cannot be installed in the same instance, so they never
appear together on this page.) If you present a valid certificate and have been
designated as an agent for a subsystem, you can access and use the Agent
Services pages for that subsystem by clicking the link on this page.

If you do not yet have your certificate, click Services Summary to enroll for one.
For more information, see “Services Summary Page” (the next section).
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Services Summary Page

If you want to access another gateway without looking up the port number,
click Services Summary on the Agent Services entry page. The Services
Summary page gives you access to each of the configured gateways: the HTTPS
end-entity gateway, the HTTP end-entity gateway (if it has been enabled), and
the Agent Services entry page.

Figure 1.5 Services Summary page

System

=2End Users Services
=550 End lsers Senvices

= Agent Services

Copyright (c) 1998 Pletscape Communications
Corporation.

If you do not yet have a certificate that allows you access to the Agent Services
pages, go to one of the end-entity gateways and enroll for your certificate.
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Handling Certificate Requests

As a Certificate Manager or Registration Manager agent, you are responsible for
handling both manual enrollment requests made by end entities (end users,
server administrators, or other CMS subsystems) and automated enrollment
requests that have been deferred. This chapter describes the general procedure
for handling requests and explains how to handle different aspects of certificate
request management.

The chapter has the following sections:

e Managing Requests (page 27)

e Listing Certificate Requests (page 30)

e Approving Requests (page 34)

e Other Options for Handling Requests (page 42)

Managing Requests

This the typical procedure for handling certificate enrollment requests:

I. View the list of pending requests for the Certificate or Registration Manager
(see “Listing Certificate Requests” on page 30).

2. Select a request from the list to view it and, optionally, assign the request to
yourself (see “Selecting a Request” on page 33).
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3. Process the request (see “Approving Requests” on page 34 and “Other
Options for Handling Requests” on page 42).

In processing a request for a certificate, you can choose to take one of the
following actions:

e Approve the request. You can approve a request manually, or it can be
approved automatically by policy modules if the request has been
authenticated by an authentication module (and if the CMS administrator
has configured the system to do this). After a request has been approved,
Certificate Management System issues the requested certificate (Certificate
Manager) or passes it on to the Certificate Manager for issuance
(Registration Manager).

¢ Reject the request. You can reject a request manually, or it can be rejected
automatically by a policy module if it does not conform to your
organization’s policies. If the CMS administrator has configured the system
to provide automatic notifications to end users, a rejected request will
automatically result in such a notification being sent.

e Cancel the request. You can cancel a request manually, but requests are
never cancelled automatically, and users do not receive automatic
notification of cancelled requests. Cancellation can be useful, for example,
if the user has left the company since submitting the request, or if you have
already talked to the user over the phone about the problem and therefore
don’t need to invoke automatic notification.

Each of these actions changes the status of the certificate request. If you close
the form without taking one of these actions, the request remains in the queue
with the same status.

It's also possible to clone any request, whether it’s still pending, canceled,
rejected, or completed. This can be useful in a variety of situations. For
example, if a user receives a certificate that doesn’t work because it has been
incorrectly formulated, you can locate the completed request, clone it, and
correct it without requiring the user to enroll a second time. Cloning a request
gives it a new request ID number and puts it into the list of pending requests,
but does not change the status of the original request.

Figure 2.1 illustrates the process for handling requests and the different types of
status for a request.
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Figure 2.1 The certificate request management process
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Listing Certificate Requests

The Certificate or Registration Manager keeps a queue of all certificate service
requests that have been submitted to it. The queue records whether a request is

pending, completed, canceled, or rejected. Four types of requests can be in the
queue:

¢ Enrollment requests

* Revocation requests

e Renewal requests

e Certificate chain requests

As a Certificate or Registration Manager agent, you must review and approve
manual enrollment requests; those that require review have a status of Pending.

To see a list of requests:

1. Go to the Certificate or Registration Manager Agent Services page (see
“Accessing Agent Services” on page 21).

You must submit the proper client certificate to get access to this page.

2. Click List Requests at the top of the left frame to view the queue of requests
for certificates and to issue those certificates.
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The List Requests form appears.

etscape
Certificate Management  Agent Services

System

Certificate Manager

List Requests List Requests

List Certificates Use this form to show a list of cenificate requests.

Request status & Show pending requests
Show regquests being serviced
Show canceled reguests
Show rejected requests
Show completed requests
Show all requests

Starting sequence number l—
{optional)

sNeoNeoNoNe]

Find |ﬁrst |5 records Help |

3. Choose the requests you want to see by selecting one of the following radio
buttons:

Show pending requests

These are enrollment requests that have not yet been processed but are
waiting for manual review. Requests in this state may already be
assigned to an issuing agent for processing.

Show requests being serviced

These are requests that are currently in the process of being serviced by
another subsystem. Enrollment requests that are approved by a Regis-
tration Manager agent and forwarded to the Certificate Manager have
this status while they waiting for approval and issuance.

Show canceled requests

These are requests that have been manually canceled by an agent. Users
do not receive automatic notification of canceled requests. Cancellation
can be useful, for example, if the user has left the company since
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submitting the request, or if you have already talked to the user over the
phone about the problem and therefore don’t need to invoke automatic
notification.

Show rejected requests

These are requests that have been either manually rejected or rejected
automatically during policy processing. If the CMS administrator has
configured the system to provide automatic notifications to users, a
rejected request will automatically result in such a notification being
sent.

Show completed requests

These are requests that have been completed. They include enrollment
requests for which certificates have been issued and also completed
revocation and certificate chain requests.

To start the list at a specific place in the queue, enter the starting sequence
number in decimal or hexadecimal form.

Use 0x to indicate a hexadecimal number; for example, OX2A. (Serial
numbers are displayed in hexadecimal form in the Search Results and
Details pages.)

Choose the number of matching requests you want to see. When you
specify a number 7, the system displays the first z requests after the starting
sequence number that matches your specified criteria.

Click Find to display the list of requests that match your specified criteria.
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The Request Queue form appears.

e

Certificate Management  Agent Services

System

Certificate Manager

List Requests Request Queue

L Conitctes |
Total Murnber of Records Found @ 2

# Status Type Filed on Assigned to
0 complete enrollment SA7/1999 9:39:47
Subject name Updated on Updated by

Update
Details | E=cotter@netscape.com,
Revocation List (- CN=CMS Administratar,

UID=CMSadmin, OU=CMS 51711999 9:39:52 CMSadmin

Update
Directory Testing, O=netscape, C=US
Server # Status Type Filed on Agsigned to
1 pending enrollment SA7A1999 9:49:38 unassigned
Subject name Updated on Updated by
. E=cotter@netscape. com,
Details | CN=Test Request,
UD=testr, OU=CMS SA17A999 4935
Testing, O=MNetscape,
Cc=Us

Selecting a Request

To select a request from the queue:

I. On the Agent Services page, click List Requests, specify search criteria, and
click Find to display a list of certificate signing requests.
See “Listing Certificate Requests” on page 30 for details.

2. On the Request Queue form, find the particular request you want to
examine.

If the request you want to see is not shown, scroll to the bottom of the list,
specify an additional number 7, and click Find. The system displays the
next 7z requests that match your original search criteria.

3. When you have found the request you want, click Details at the left.
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The Request details form appears, showing detailed information about the
selected request. Use this form to approve or otherwise handle the request.
For more information, see “Approving Requests” on page 34 and “Other
Options for Handling Requests” on page 42.

Certificate Management  Agent Services

System

Certificate Manager

List Requests Request 9

List Certificates

Reguest
Status pending
Type enrollment

Assigned unassigned  assign to me
to

Certificate client
type
Subject (requester)

Subject IE cotterfnetscape.com, CN=Sean Cotter, UID=
name

Ermail cotten@netscape.com
Phaone G50 537-2468
Subject public key
Algorithm RS54 - 1.2.840.113549.1.11

[ |

If the system changes the state of the displayed request, and if you use your
browser's Back or Forward buttons or the Go (history) menu to move to
another page, the data shown can become out of date. To refresh the data,
click the highlighted serial number at the top of the page.

Approving Requests

As an agent, you can approve a certificate request. If the request was made
directly to the Certificate Manager, it issues the certificate; if the request was
made through a Registration Manager, the Registration Manager passes the
approved request on to the Certificate Manager for issuance. Before approving
a request, you can assign it to yourself, adjust the attributes of the request, and
verify that it will result in a valid certificate. To do these things, use the Request
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Details form that appears when you examine a selected request (as described in
“Selecting a Request” on page 33). If you want to reject or cancel the request,
see “Other Options for Handling Requests” on page 42.

The approval and issuing process has the following stages:
e Assigning a Request (page 35)
e Adjusting, Verifying, and Approving a Request (page 35)

e Sending an Issued Certificate to the Requester (page 39)

Assigning a Request

Before acting on a request, you can assign it to yourself. Assignment is not
required; any agent can act on an unassigned request. When a request is
assigned to a particular agent, all agents can examine that request, but only the
assigned agent can act on it. When a request is assigned to another agent,
however, you can choose to reassign it to yourself in order to act on it.

When you view the details of an unassigned request, you can click “assign to
me” to assign it to yourself. The request is immediately assigned to you, and the
Request Details page reflects the assignment. If you leave the page without
approving, rejecting, or canceling the request, the request remains in the queue
with the status of Pending, but it is assigned to you.

Adjusting, Verifying, and Approving a
Request

Before you verify and approve a request, you can adjust some of the
parameters, such as the subject name and validity period.

To adjust, verify, and approve a certificate request:

1. Select the certificate request from a list of requests, as described in
“Selecting a Request” on page 33.

2. In the Service Request form, check the Assigned To prompt to see if the
certificate request is assigned to you.
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e If the request is unassigned, you can choose to assign it to yourself.
Click “assign to me.” Your CMS login name appears as the assigned
agent, and the “assign to me” link changes to “cancel request
assignment.”

e If the request is already assigned to you, you can choose to cancel the
assignment. To cancel the request’s assignment, click “cancel request
assignment.” The form then shows that the request is unassigned. You
can still act upon an unassigned request.

e If the request is assigned to another agent, you cannot act on the
request unless you reassign it to yourself. Click “re-assign to me.” Your
CMS login name appears as the assigned agent, and the “re-assign to
me” link changes to “cancel request assignment.”

To change the subject name, enter a new value in the Subject Name field.

For example, you might need to change the subject name to prevent
duplications or to correct spelling errors. Nothing prevents you from issuing
many different certificates with the same subject name. However, in current
versions of Netscape software (Netscape Navigator, Netscape
Communicator, and Netscape servers), you cannot install more than one
certificate with a particular subject name.

If you want to override the uniqueness requirement for public keys, click
"Override uniqueness requirement."

Issuing a certificate with the same public key to two different subjects

violates the authentication model. Normally, Certificate Management System
checks public keys so that a certificate containing the same public key as an
existing certificate can be issued only if it contains the same subject name as
the existing certificate. However, you can manually override this protection.

Do this only if the two subject names correspond to the same actual entity
or if a certificate was generated with an incorrect subject name. As a matter
of policy, any inaccurate certificate should be revoked.

To specify the length of the period during which the certificate is valid,
select the period from the Length of Validity Period drop-down list.

If you want to specify a validity period that falls outside the validity period
of the Certificate Manager’s signing certificate, click "Override validity
nesting requirement."
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If you want the certificate to be signed using a signature algorithm other
than the default, choose an alternative from the "Signature algorithm" drop-
down list:

e MDS5 with RSA and MD2 with RSA generate a 128-bit message digest.
Most existing software applications that handle certificates support only
MDS5. This is the default algorithm.

e SHA-1 with RSA generates a 160-bit message digest. Before choosing
SHA-1, make sure your applications support it. Netscape Navigator 3.0
(or later) and Enterprise Server 2.01 (or later) support SHA-1. If your
users have previous versions of these applications, choose MD5 as the
signature algorithm, or upgrade your users to the most recent version of
these applications.

Before selecting an algorithm, check with your CMS administrator to make
sure that Certificate Management System has the algorithm enabled.

Use the Extensions section to specify Netscape certificate type bits that you
want to be set in the issued certificate.

e To specify the intended use of the certificate that you are issuing, select
one or more types from the list of Netscape certificate types, as
described below. If you select any of these types, the equivalent
Netscape certificate type bit is set.

Type Description

SSL client Indicates that the certificate
is a personal certificate used by
Netscape Navigator to establish
SSL connections with servers.

SSL server Indicates that the certificate is a
server certificate used by a
Netscape server to establish
SSL connections with clients.

Secure Email Indicates that the certificate is
used by an email application
to send and receive signed and
encrypted email.
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Type Description

Object signing Indicates that the certificate is
used for object signing.
Subordinate SSL CA Allows a CA to sign and issue

(available only for CA personal and server certificates.
certificate requests)

Subordinate email CA Allows a CA to sign and issue
(available only for CA certificates for use with signed
certificate requests) and encrypted email.
Subordinate executable Allows a CA to sign and issue
object-signing CA object-signing certificates.

Note that additional extensions can be set by means of policy modules,
which must be configured by the CMS administrator.

9. If the certificate request is for an SSL client certificate for a CMS manager or
a CMS agent, you should indicate this in the last section, labeled Privileges.

e If the request is for a CMS manager’s certificate, select the checkbox
labeled “This certificate is for a Trusted Manager.”

e If the request is for a CMS agent’s certificate, select the checkbox
labeled “This certificate is for a name of manager agent.”

You must also type a user ID for the new manager or agent. This user ID
can be the same that you specified in the certificate request, or it can be
some other ID that you want to use to identify this agent or manager in the
CMS window of Netscape Console, such as Agentl or RMEng

10. To approve the request and issue the certificate, open the drop-down menu
at the bottom of the page, choose "Accept this request," then click Do TIt.
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Certificate Management  Agent Services

System

Certificate Manager

Extensions =
List Requests
Metscape W SSL Client

[T SSL Server

type
(Usa9e) & Sacure Email

[T Object Signing
Signature
Algarithm IW
Privileges

[T This certificate is for a Certificate Manager agent

[T This certificate is for a Data Recovery Manager agent

MNew User
1D for the
agent:

IAcceptthisrequest vl Do It Reset | Help |

[

If the certificate conforms to policy, a page containing the new certificate
appears. It includes instructions on how to help the certificate requester
install the new certificate.

If, after verifying or attempting to issue the certificate, you receive the error
message “The requested signature algorithm is not enabled,” check with your
CMS administrator to make sure that the signature algorithm you selected in
Step 7 is supported.

Sending an Issued Certificate to the
Requester

When the Certificate Manager has issued a certificate in response to a request,
the user who requested it must receive a copy of it to install locally. End users
install their own certificates in their client software. Server administrators install
their servers’ certificates in the servers that they manage.
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Depending on how your Certificate Management System is configured, an end
user who requests a certificate might receive automatic email notification of the
success of the request; this email message contains either the certificate itself or
a URL from which the user can get the certificate. In this case, you need not
take any further action.

If your system is not configured for automatic certificate-issuance notification,
or if the requester is a server administrator, you must either send the issued
certificate to the requester or ask the requester to pick it up from the Certificate
Manager’s end-entity gateway.

Figure 2.2 shows a web page containing a new certificate. This is the page you
receive in response to the command "Issue this certificate," as described in
Step 10 in “Approving Requests” on page 34.) Before you issue the certificate,
you should copy the requester’s email address.

Figure 2.2 A newly issued certificate page

Certificate Management ~ Agent Services

System

Certificate Manager

List Requests Cerificate 0x07

List Certificates

Certificate contents

Certificate:
Data:
Version: w3
Serial Number: 0Ox7
Signature Algorithm: MDSwithR3L - 1.2.840
Issuesr: CN=CM3 Dewo root CA, OU=CMS Test,C
Validity:
Not Before: Wednesday, February 24, 1°
Not After: Tuesday, March 23, 1999 1]
Subject: E=userlfimycompany.com, CH=Tser On
Subject Public Key Info:
Algorithm: RSA - 1.2.840.113549.1.1.1
Public KHevy:
30:81:89:02:81:81:00:
D3:AD:1C: 53 :B7:0E:10:
AD:EE: 42 AD:ED:F7:i A3
OE:SA:A3:D3:CD:1E:75:
38:25:E8:F6:96:BCIAS:
E7:32:52:93:C3:A6:7E:
33:82:?5:50:62:42:30:

<]
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To copy and mail a new server certificate to the requester, follow these steps:

Open a new email message composition window and address it to the
requester.

From the Agent Services window where the new certificate is displayed,
copy only the base-64 encoded certificate. Be sure to include the marker
lines ----- BEGIN CERTIFICATE----- and ----- END

Paste the base-64 encoded certificate into the addressed email message and
send the message.

To deliver a new client certificate to the requester, note the serial number of the
request you approved, then follow these steps:

Go to the Agent Services gateway, click List Requests in the left frame, enter
the serial number for the request that you approved, and click Find.

In the Request Queue form, click Details beside the relevant request, then
right-click the certificate serial number and choose Open Frame in New
Window from the pop-up menu.

In the new browser window containing the certificate, copy the URL from
the Location or Netsite field.

Open a new email message composition window and address it to the
requester.

Paste the URL into the body of the message, along with instructions to the
effect that the user should go to that URL and click the Import button at the
bottom of the page.

Alternatively, you can include the URL for the Agent Services gateway in the
email message instead, along with the certificate serial number, and instruct the
user as follows:

2.

3.

Click the Retrieval tab. The List Certificates form should appear.
Enter the serial number of the certificate in both serial number fields.

Click Find.
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4. When the Search Results form appears, click Details.

5. When the certificate appears, scroll down to the bottom of the form and
click Import Certificate.

Other Options for Handling Requests

If you do not want to issue the certificate in response to a certificate request,
you can choose one of the other options from the command menu at the
bottom of the Request Details form, then click Do It.

e Cancel this request changes the state of the request to Canceled. Users do
not receive automatic notification of cancelled requests. Cancellation can be
useful, for example, if the user has left the company since submitting the
request, or if you have already talked to the user over the phone about the
problem and therefore don’t need to invoke automatic notification.

¢ Reject this request changes the state of the request to Rejected, indicating
that it was unacceptable for policy reasons. If the CMS administrator has
configured the system to provide automatic notifications to end users, a
rejected request will automatically result in such a notification being sent.

¢ Clone this request creates a copy of the request and gives the copy a new
request ID number. The status of the new request is Pending. The status of
the original request also remains as Pending until you accept, cancel, or
reject it.
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Finding and Revoking Certificates

As a Certificate Manager agent, you can use the Agent Services page to find a
specific certificate issued by Certificate Management System or to retrieve a list
of certificates that match specified criteria. You can examine certificates that

you have retrieved. You can also revoke certificates and manage the certificate
revocation list.

This chapter has the following sections:

e Basic Certificate Listing (page 43)

e Advanced Certificate Search (page 45)

e Revoking Certificates (page 52)

e Managing the Certificate Revocation List (page 56)

Basic Certificate Listing

You can get a list of certificates quickly and easily by specifying a range of
serial numbers. You can also choose to show all certificates within the range,
or only those that are currently valid.
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To find a specific certificate or to list certificates by serial number:

I. Go to the Certificate Manager Agent Services page (see “Accessing Agent
Services” on page 21). You must submit the proper client certificate to get
access to this page.

2. Click List Certificates to display the List Certificates form in which you
specify listing criteria.

[al=]

éte Management Agent Services

System

Certificate Manager

List Requests List Cenificates
List Certificates Use this form to list cerificates whose serial numbers fall within a
specified range.

Enter a range of certificate serial numbers in hexadecimal form
(starting with Ox, as in the certificate list), or in decimal form.

Lowest serial number (leave blank for no lower limit)
Highest serial nurmber (leave blank for no upper limit)

[T Do not shaw certificates that have been revoked

¥ Do not show certificates that have expired or are not yet valid

Find |ﬁrst 5 | records Help |

3. To find a certificate with a specific serial number, enter the serial number in
both the upper limit and lower limit fields of the List Certificates form, in
either decimal or hexadecimal form.

Use 0x to indicate the beginning of a hexadecimal number; for example,
0x00000006 . (Serial numbers are displayed in hexadecimal form in the
Search Results and Details pages.)

4. To find all certificates within a range of serial numbers, enter the upper and
lower limits of the serial number range (in decimal or hexadecimal form).

If you leave either the lower limit or upper limit field blank, the certificate
whose number you specified plus all certificates before or after it in
sequence are displayed.
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To limit the returned list to valid certificates, select one or both of the
checkboxes labeled with filtering methods.

You can choose not to show revoked certificates or not to show certificates
that have expired or are not yet valid.
Enter the number of certificates matching the criteria that you want to see.

For a number 7, the first 7 matching certificates are initially displayed.

Click Find.

Certificate Management System displays a list of the certificates that match

your search criteria. You can select a certificate in the list and examine it in
more detail or perform various operations on it. For more information, see
“Examining Certificates” on page 50.

Advanced Certificate Search

If you want to search for certificates by more complex criteria than serial
number, use the advanced search form.

To perform an advanced search for certificates:

Go to the Certificate Manager Agent Services page (see “Accessing Agent
Services” on page 21). You must submit the proper client certificate to get
access to this page.

Click Search for Certificates to display the Search for Certificates form in
which you specify search criteria.
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Certificate Management Agent Services

System

Certificate Manager

Search for Cerificates

List Certificates LUse thig form to compose queries based on properties of the
e— certificate.

Search for

Certificates Each section below filters the search. Check the box at the top of the =

section if you want to use that filter in your search, then complete the
fields. Leave a box unchecked to ignore that filter. You can click more
than one box to get a combination of search criteria.

ndate

Serial Number Range

[T Show cerificates that fall within the fallowing range

. . {leave blank for no lower
Lowest serial number: -
limit)
Highest serial l— {leave blank for no upper
number: limit)

Enter a range of certificate serial numbers in hexadecimal farm
(starting with Ox, as in the certificate list), or in decimal form

Subject Name

3. To search by particular criteria, use one or more of the sections of the
Search for Certificates form.

The form is quite long; scroll down to see the different sections. To use a
section, select the appropriate checkbox, then fill in any necessary
information.

Serial Number Range. Use this section to find a certificate with a specific
serial number or to list all certificates within a range of serial numbers.

e To find a certificate with a specific serial number, enter the serial
number in both the upper limit and lower limit fields, in either decimal
or hexadecimal form. Use OXx to indicate the beginning of a
hexadecimal number; for example, OX2A . (Serial numbers are displayed
in hexadecimal form in the Search Results and Details pages.)

e To find all certificates within a range of serial numbers, enter the upper
and lower limits of the serial number range (in decimal or hexadecimal
form).
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If you leave either the lower limit or upper limit field blank, all certifi-
cates before or after the one you specify are displayed.

Subject Name. Use this section to list certificates with a particular owner.
For more information on filling in this section, see Step 4.

Revocation Information. Use this section to list certificates that have been
revoked during a particular period or by a particular agent. For example,
you can list all certificates revoked between July 1996 and January 1997, or
all certificates revoked by the agent with the user name admin .

e To list certificates revoked within a time period, select the day, month,
and year from the drop-down lists to identify the beginning and end of
the period.

e To list certificates revoked by a particular agent, enter the name of the
agent. You can use wildcards in this field. (For more information on
wildcard syntax, see Step 4.)

Issuing Information. Use this section to list certificates that have been
issued during a particular period or by a particular agent. For example, you
can list all certificates issued between July 1996 and January 1997, or all
certificates issued by the agent with the user name betatest

e To list certificates issued within a time period, select the day, month,
and year from the drop-down lists to identify the beginning and end of
the period.

e To list certificates issued by a particular agent, enter the name of the
agent. You can use wildcards in this field. (For more information on
wildcard syntax, see Step 4.)

Dates of Validity. Use this section to list certificates that become effective
or expire during a particular period. For example, you can list all certificates
that became valid on June 1, 1996, or that expired between January 1, 1997
and June 1, 1997.

You can also list certificates that have a validity period of a certain length of
time. For example, you can list all certificates that are valid for less than one
month.

e To list certificates that become effective or expire within a time period,
select the day, month, and year from the drop-down lists to identify the
beginning and end of the period.
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e To list certificates that have a validity period of a certain length in time,
select "not greater than" or "not less than" from the drop-down list, enter
a number, and select a time unit from the drop-down list: Days, Weeks,
Months, or Years.

Type. Use this section to list certain types of certificates. For example, you

can list all certificates for subordinate CAs. Note that this search works only

for certificates containing the netscape-cert-type extension, which
stores type information.

e For each type, choose from the drop-down list to find certificates where
that type is On, Off, or Absent.

4. To find a certificate with a specific subject name, use the Subject Name
section.

e Select the checkbox, then enter the subject name criteria.

e Enter values for the fields you want included in your search criteria and
leave the others blank.

The standard tags or components are as follows:

Email address. To narrow the search by email address, enter the email
address in this field.

Common name. To find certificates associated with a specific person or
server, enter the name in this field.

UserID. The UserID for the person whose certificate you want to find. For
example, at many companies the UserID is the name used to log in to the
network when starting up a computer.

Organization unit. To narrow the search to a specific division,
department, or unit within an organization, enter the name of the unit in
this field.

Organization. To narrow the search by organization, enter the name of the
business, university, or organization in this field.

Locality. To narrow the search by locality, enter the name of the local area
(for example, the name of the city) in this field.

State. To narrow the search by state or province, enter the name of the state
or province in this field.

Country (two-letter code). To narrow the search by country, enter the two-
letter code for the country (for example, US) in this field.
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When you have entered the field values for the server to match, specify the
type of search that you want performed:

Select Exact to search for certificates that have subject names that match
exactly the components you have specified and contain none of the
components you have left blank. You cannot use wildcards in this type
of search.

Select Partial to search for all certificates with subject names that match
at least the components you have specified but that may also have any
values in the components you have left blank.

You can specify wildcard patterns in this type of search by using the
question mark character (?) to match an arbitrary single character and
the asterisk character (*) to match an arbitrary string of zero or more
characters.

Note that placing a single asterisk in a given field in the search form
specifies that the corresponding component must be in the certificate’s
subject name but may have any value whatsoever. To indicate that you
do not care if the component is present, leave the field blank.

After entering your search criteria, scroll to the bottom of the form and
enter the number of certificates matching your specified criteria that you
want to see.

For a number #, the first 7 matching certificates are initially displayed.

Click Find.

The Search Results form appears, showing a list of the certificates that match
your search criteria. You can select a certificate in the list and examine it in
more detail. For more information, see “Examining Certificates” on page 50.

Chapter 3, Finding and Revoking Certificates 49



Advanced Certificate Search

M &
Certificate Management Agenl Services

System

Certificate Manager

uests Search Results

List Certificates

Search for Test,0=Netscape L=Mi View,ST=CA,C=US

Issuer: CN=CMS Demo root CA,OU=CMS

Certificates
Tatal number of records found: 1
R
C
Serial number Subject name
U E=userli@mycompany.com, CH=User One,
000000007 UID=user!, OU=Technical Publications,

O=MyCompany, C=US

“ersion Subject public key algorithm
3 PKCE #1 RSA with 1024-bit key
Details Mot valid before Mot valid after
22411999 342315999
Issued on Issued by
22441999 cmsadmin

Examining Certificates

To examine the details of a certificate, follow these steps:

1. On the Agent Services page, click List Certificates or Search for Certificates,
specify search criteria, and click Find to display a list of certificates.
For details of how to specify criteria, see “Basic Certificate Listing” on
page 43 and “Advanced Certificate Search” on page 45.

2. On the Search Results form, find the particular certificate you want to
examine.

If the certificate you want to see is not shown, scroll to the bottom of the
list, specify an additional number 7, and click Find. The system displays the
next 7 certificates that match your original search criteria.

3. When you have found the certificate you want, click the Details button at
the left side of its entry.
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The Certificate page appears. It shows the detailed contents of the selected
certificate and instructions for installing the certificate in a server or in
Netscape Navigator.

Iy ne
Certificate Management Agenl Services
System

Certificate Manager

List Requests Cerificate 0x07

List Certificates

Search for
Certificates

Cettificate contents

Certificate:
Data:
Version: w3
Serial Nunber: Ox7
Signature Algorithim: MDEwithRZ4A - 1.2.840
Izsuesr: CHN=CM3 Demo root CL,OT=CM3 Test,
Validity:
Mot Before: Wednesday, February 24, 1°¢
Mot After: Tuesday, March 23, 1999 1]
Subject: E=userlimycompany.com, CH=User Cne
Subject Public Eey Info:
Algorithm: RSAL - 1.2.540.113549.1.1.1
Public Eewy:
30:51:89:02:51:81:00:BA:D4:EF:21:]
D3:A9:1C:53:B7:0E:10:55: 1E:EC:94:(
AD:BE: 42 AD:ED:F7:A3:9D:44:97: 46:]
OE:SA:A3:D3:CD:1E:75:7D:60:CD:1D:"
38:25:EB:F6:96:BC: ASBE:iDE:F5:66:]
E7:32:502:93:C3:A6:7B: A5 E2: 96 A0;

| 33:82:fS:SD:62:42:30:F5:93:64:ijj:1
4 »

The certificate is shown in base-64 encoded form at the bottom of the
Certificate page, under the heading “Installing this certificate in a server.” In
addition to its use with servers, this encoded form of the certificate can be used
by CMS administrators and Data Recovery Manager agents for setting up new
agents and recovering private encryption keys, respectively. (For more
information on key recovery, see “Finding and Recovering Keys” on page 63 in
Chapter 5.)
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Revoking Certificates

Only Certificate Manager agents can revoke certificates other than their own.
You need to revoke a certificate if one of the following situations occurs:

e The owner of the certificate has changed status and no longer has the right
to use the certificate.

e The private key of a certificate owner has been compromised.

To revoke one or more certificates, you must search for the certificates you
want to revoke using the Revoke Certificates button. While the search is similar
to the one invoked by Search for Certificates, the Search Results form returned
by this search gives you the option of revoking one or all of the found
certificates.

Searching for Certificates to Revoke

To search for one or more certificates to revoke:

I. Go to the Certificate Manager Agent Services page (see “Accessing Agent
Services” on page 21).

You must submit the proper client certificate to get access to this page.

2. Click Revoke Certificates.

The search form that appears has the same search criteria sections as the
Search for Certificates form.

3. Specify the search criteria by selecting the checkboxes for the sections you
want to use, then filling in the required information.

For details on search criteria, see “Advanced Certificate Search” on page 45.

4. Scroll to the bottom of the form and select a number of matching
certificates to display.

5. Click Find.

52 Netscape Certificate Management System Agent’s Guide



Revoking Certificates

The search returns a list of matching certificates. You have the option of
revoking one or all certificates in the list.

Certificate Management  Agent Services

System

Certificate Manager

Search Results
it Corticates

Issuer: CN=CMS Demo root CA,OU=CMS
Test.O=Netscape L=Ml View ST=CA,C=US

Tatal number of records found: 1

Revoke

Certificates
Serial number Subject name

E=userli@mycompany.com, CH=User One,
0x00000007  UID=user!, OU=Technical Publications,
O=MyCompany, C=U3

“ersion Subject public key algorithrm
3 PKCS #1 REA with 1024-bit key
Details Mot valid before Mot valid after
2/24/1993 342311999
Revaoke lssued on Issued by
272471992 crngadmin

Revoking One or More Certificates

You can revoke an entire list of certificates returned by a search, or select and
revoke one of the certificates from the list.

Revoking One Certificate

To revoke a single certificate:

I. On the Certificate Manager’s Agent Services page, click Revoke Certificates,
specify search criteria, and click Find to display a list of certificates.

For details of how to specify criteria, see “Basic Certificate Listing” on
page 43 and “Advanced Certificate Search” on page 45.

2. On the Search Results form, find the certificate you want to revoke.
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54

If the certificate you want to see is not shown, scroll to the bottom of the
list, specify an additional number 7, and click Find. The system displays the
next 7 certificates that match your original search criteria.

Click the Revoke button next to the certificate that you want to revoke.

Confirm the revocation in the resulting form (see “Confirming a Revocation”
on page 54).

Revoking Multiple Certificates

To revoke all of the certificates found by a search:

On the Certificate Manager’'s Agent Services page, click Revoke Certificates,
specify search criteria, and click Find to display a list of certificates.

For details of how to specify criteria, see “Basic Certificate Listing” on
page 43 and “Advanced Certificate Search” on page 45.

On the Search Results page, scroll to the bottom to reach the "Revoke ALL 7
Certificates" button. The number shown in the button is the total number of
certificates returned by the search. Note that this is usually a larger number
than the number of certificates displayed on the current page.

Verify that all of the certificates returned by the search should be revoked
(not just those displayed on the current page).

Click "Revoke ALL #n Certificates" at the bottom of the form.

Confirm the revocation in the resulting form (see “Confirming a Revocation”
on page 54).

Caution Whether you are revoking a single certificate or a list of certificates, be
extremely careful that you have selected the correct one or that the list contains
only the certificates you want to revoke. Once you confirm a revocation
operation, there is no way to undo it.

Confirming a Revocation

When you have requested the revocation of one or more certificates, the
Certificate Revocation Confirmation form appears.
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Certificate Management  Agent Services

System

Certificate Manager

Cedificate Revocation Confirmation

Use this form to confirm certificate revocation by selecting appropriate
revocation reason and submitting the form.

- Important: YWhen making this request you must use the browser

Revoke environment in which you have access to your

Certificates authentication certificate and key.

Certificate Details
The details of the cerificate being revoked are below:

Serial Number: 7

Subject Hame: E=usert@mycompany.com,CN=User One UlD=user! , OU=Technical
Fublications, D=htyCompany,C=U3

Walid: not before: 2/24/89 and not after3/23/99

Select Revocation Reason
Please select one or more reasons for revocation.

® Unspecified
© Key compramised
' CA key compromised =

To confirm the revocation:

1. Inspect the details of the certificate and verify that it is the one you want to
revoke. If you are revoking more than one certificate, the form shows
details of all the listed certificates.

2. Select a reason for the revocation. The reason applies to all the listed
certificates.

3. Optionally, enter any additional comment. The comment will be included in
the revocation request.

4. Click Submit.

The revocation request is submitted; it is automatically approved, and the
certificate is revoked. You can see revocation requests by listing requests with a
status of Completed; see “Listing Certificate Requests” on page 30.
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Caution

Whether you are revoking a single certificate or a list of certificates, be
extremely careful that you have selected the correct one or that the list contains
only the certificates you want to revoke. Once you confirm a revocation
operation, there is no way to undo it.

Managing the Certificate Revocation List

Note

By revoking a certificate, you are notifying other users that the certificate is no
longer valid. You make this notification by publishing a list of the revoked
certificates, called the certificate revocation list (CRL), to an LDAP directory.
This list is publicly available and ensures that revoked certificates are not
misused.

Certificate Management System is currently the only Netscape server that can
check the revocation status of the certificates that it issues. With Certificate
Management System, therefore, you can use the certificate revocation status to
control access. On other Netscape servers, you must use other forms of access
control. For example, you can remove individual users from access groups to
prevent them from accessing the server.

Updating the CRL

Normally, when you revoke a certificate, the CRL is automatically updated. If
you are using Certificate Management System with an LDAP directory server,
the CRL in the directory is updated automatically.

In some cases, you need to update the CRL manually. For example, you might
want to remove expired certificates from the CRL to reduce its size. (Expired
certificates do not need to be included in the CRL; they are already invalid
because of the expiration date.) You might also want to update the CRL
manually after the system has been down for any reason.

Only a Certificate Manager agent can manually update the CRL.
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To manually update the CRL:

I. Go to the Certificate Manager Agent Services page (see “Accessing Agent
Services” on page 21). You must submit the proper client certificate to get
access to this page.

2. Click Update Revocation List to display the form for updating the CRL.

Certificate Management  Agent Services

System

Certificate Manager

Update Certificate Revocation List

List Certificates In most cases, the cemﬂcate_ revocation list (CRL) is updated

automatically. In a few situations, however, you may want to update

the CRL manually. Use this form to updaté the CRL rmanually.
tes
Revoke -
Certificates Signature algorithm: IMDS With RSA 'l

Update
Revocation | ist

Update | Display Help

3. Select the algorithm that you want to use to sign the new CRL.

e MDS5 with RSA generates a 128-bit message digest. Most existing
software applications that handle certificates support only MD5. This is
the default algorithm.

e SHA-1 with RSA generates a 160-bit message digest. Before choosing
SHA-1 with RSA, make sure your applications support it. Netscape
Navigator 3.0 (or later) and Enterprise Server 2.01 (or later) support
SHA-1.

e SHA-1 with DSA generates a 160-bit message digest. Before choosing
SHA-1 with DSA, make sure your applications support it. Communicator
4.0 (or later) and Netscape server products with a version number
greater than 4.0 support it.
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Before selecting an algorithm, make sure that Certificate Management
System has the algorithm enabled. Your CMS administrator can let you
know whether this is the case.

4. To examine CRL before updating it, click Display.

The CRL appears in the browser window. You can, for example, check
whether a particular certificate appears in the list. Use the browser’s Back
button to return to the Update page.

5. To update the CRL with the latest certificate revocation information, click
Update.
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Publishing to a Directory

This chapter describes the procedures for updating an LDAP directory with the
current status of certificates. Only a Certificate Manager agent can update the
directory.

The chapter has the following sections:

e Working with a Directory Server (page 59)
e Updating the Directory with Changes (page 61)

Working with a Directory Server

If your organization uses Netscape Directory Server (or another LDAP directory
server) to publish information about users in your organization, you can
configure Certificate Management System to publish certificates and certificate
revocation lists through the directory.

Certificate information published to the directory must be periodically updated
as certificates are issued and revoked. Updates are usually published
automatically but can also be published manually.
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Automatic Directory Updates

Once the CMS administrator has configured Certificate Management System to
work with Directory Server, any changes to certificate information in Certificate
Management System are automatically updated in the directory. Updates take
place at specific times:

e The first time you start CMS, it publishes the Certificate Manager’s CA
certificate to the directory.

e When CMS issues a new certificate, the certificate is published to the
directory.

e When CMS revokes a certificate, the certificate is removed from the
directory.

e When the CRL is created or updated, the list is published to the directory.

Manual Directory Updates

Normally you do not need to update a directory manually; most updates are
done automatically. You must update the directory manually in the following
situations:

e Directory Server is down for a period of time and unable to receive changes
from CMS.

e  You want to remove expired certificates from the directory. Expired
certificates are not automatically removed from the directory upon
expiration. (Generally, any client using a certificate is responsible for
determining that it is valid by checking its expiration date against the
client’s current date information.)

Using the Update Directory Server form available from the Certificate Manager
Agent Services page, you make the following changes in the directory:

e Update the CRL in the directory.

e Update information on valid certificates (for example, update the server
with newly issued certificates or recently renewed certificates).

e Remove expired certificates.
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Remove revoked certificates.

Note that only a Certificate Manager agent with the proper certificate can access
the Update Directory Server form.

Updating the Directory with Changes

To manually update the directory with changes:

Go to the Certificate Manager Agent Services page (see “Accessing Agent
Services” on page 21). You must submit the proper client certificate to get
access to this page.

Click Update Directory Server.

To publish the latest CRL, select "Update certificate revocation list to the
directory."

To update information on valid certificates to the directory, select “Update
valid certificates to the directory.”

If you want to update only a range of certificates (for example, only the
most recently issued certificates), specify the range of the serial numbers of
those certificates.

To remove expired certificates from the directory, select “Remove expired
certificates from the directory.”

If you want to remove only a range of certificates (not all expired
certificates), specify the range of the serial numbers of those certificates.
To remove revoked certificates from the directory, select “Remove revoked
certificates from the directory.”

If you want to remove only a range of certificates (not all revoked

certificates), specify the range of the serial numbers of those certificates.

When you have finished specifying the changes that you want updated,
click Update Directory.
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Note In some circumstances, updating the directory can take considerable time.
During this period, any changes made through Certificate Management System
(for example, any new certificates issued or any certificates revoked) may not
be included in the update. If you have issued or revoked any certificates during
that time, you need to update the directory again to reflect those changes.
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Chapter

Recovering Encrypted Data

This chapter describes how to process key recovery requests and how to
recover stored encrypted data when the encryption key has been lost. This
service is available only when the Data Recovery Manager subsystem is
installed. The Data Recovery Manager Agent Services page allows certified
agents to accomplish these tasks.

This chapter has the following sections:

e TFinding and Recovering Keys (page 63)
e Recovering Keys (page 67)
e Viewing Key Service Requests (page 71)

Finding and Recovering Keys

If an end user loses a private encryption key or if a key’s owner is unavailable,
data encrypted with that key cannot be read unless a copy of the private key
was archived when the key was created. The archived key can then be
recovered and used to read the data.

As a Data Recovery Manager agent, you manage key recovery using the Data

Recovery Manager’s Agent Services page. You can search through archived
keys, either to view them or to initiate a key recovery. Once you have initiated
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key recovery, a minimum number of designated key recovery agents are
required to authorize the recovery. Key recovery agents may or may not also be
certified Data Recovery Manager agents.

Finding Archived Keys

You can search for archived keys to examine them or to initiate recovery. The
process of selecting search criteria and selecting a key from the search results is
the same in either case.

To search for and list archived keys:

1. Go to the Data Recovery Manager Agent Services page (see “Accessing
Agent Services” on page 21).You must submit the proper client certificate to
get access to this page.

2. Click Search for Keys or Recover Keys to display the form in which you
specify search criteria.

If you choose Recover Keys, you will have the option of initiating recovery
for any key that you find.

e JE
Certificate Management Agent Services

System

atificate Manager Data Recovery Manager

List Request
== Search for Keys

Search for Keys Use this form to search for archived keys according to the criteria you

specify.
.

Each section lets you specify a key property. Select a property, then fill
in any needed details in that section. You can combine search criteria
to further narrow the search.

Authorize

In the list of keys found by the search, you can click a button to display
details about individual keys.

Owner Name

[T Show kays belanging ta a particular owner

Orwner
MName:
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To search by particular criteria, use one or more of the different sections of
the Search for Keys or Recover Keys form. To use a section, select the
appropriate checkbox in that section, then fill in any necessary information.

Owner Name. Use this section to find an archived key with a specific
owner name. The owner name for a key is much like the subject name for a
certificate. It consists of a string that can be used in searches. Select the
checkbox and enter the owner name for the key you want to find.

Serial Numbers. Use this section to find an archived key with a specific
serial number or to list all keys within a range of serial numbers.

e To find a key with a specific serial number, enter the serial number in
both the upper limit and lower limit fields. Use decimal or hexadecimal
form. Use Ox to indicate the beginning of a hexadecimal number; for
example, 0X2A. (Serial numbers are displayed in hexadecimal form in
the Search Results and Details pages.)

e To find all keys within a range of serial numbers, enter the upper and
lower limits of the serial number range (in decimal or hexadecimal
form).

If you leave either the lower limit or upper limit field blank, all keys
before or after the one you specify are displayed.

Certificate. Use this section to find the archived key that corresponds to a
specific public key. Select the checkbox and paste the certificate containing
the corresponding public key (in base-64 encoded form) into the text area.
(You must first find and copy the encoded form of the encryption certificate
associated with the key pair. Use the Certificate Manager or Registration
Manager Agent Services pages to find the certificate; for instructions, see
“Examining Certificates” on page 50 in Chapter 3.)

Archiver. Use this section to find keys that were archived by a specific
server. Select the checkbox and enter the user ID of the Certificate or
Registration Manager that submitted the key archival request. Note that this
information is available only for archival requests from servers that are
remote from the Data Recovery Manager (that is, not installed in the same
server root directory).

After entering your search criteria, click Show Key.

Chapter 5, Recovering Encrypted Data 65



Finding and Recovering Keys

The Data Recovery Manager displays a list of the keys that match your search
criteria. You can select a key in the list and examine it in more detail (described
in “Selecting a Key” on page 66). If you initiated the search with the
Recover Keys button, you have the option of recovering any key returned
by the search (described in “Recovering Keys” on page 67).

Certificate Management  Agent Services

System

Data Recovery Manager

List Beguests

Search for Keys

!g Authority: CN=KRA Transport.O=netscape.C=US
Total Mumber of Records Found @ 12

Search Results

Serial # State  Filed Updated £
Tuesday,
0x0000008c VALID fggéuary 0z, g;%sggg, February 02, 15599
03:33:06
Algorithm Crwner Name

Details | PRCS #1 RSA with E=thomaski@netscape. com UID=
512-hit key Miller, O=airius. com C=L15

<] | 3

Selecting a Key

To select a key from the list returned by your key search:

3.

On the Data Recovery Manager’s Agent Services page, click Search for Keys,
specify search criteria, and click Show Key to display a list of archived keys.

For details, see “Finding Archived Keys” on page 64.

On the Search Results form, find a particular key.

If the key you want to see is not shown, scroll to the bottom of the list and
select the Next or Previous group of keys.

Click Details next to the key you want to examine.
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The details of the selected key are shown in the Key details page. You
cannot manipulate the key in any way.

Certificate Management  Agent Services

System

Data Recovery Manager

|»

List Beguests Key 0x00000090
Search for Keys

Recover Keys Key

Al
Ri

State: WALID

Crea‘;nd_ Wednesday, February 03, 1999 12:12:36

Updated

an: Wednesday, February 03, 1999 12:12:36

Archiver: adrmin

30:5C:30:00:06:09: 24:86:48:86:F7:00:01:01:01:05:00:(
Public 30:48:02:41:00:AC:68:5C:66:C5: 3A0F:3F: E1:FA:DA:0L
- B0:C1:C1:01:80:53:D7:08:6F . D5: DA FEOC:E1.CE:DB:
¥ 2D:7D:57:25:70:48:17:13:52:54:55: E5: BE:70:D9:13.79
3E:05:A5:50:4E:1E:BB:6D:FD:02:03:01:00:01:
Owner UID=gfarmer E=gfarmer@airius.com,CN=Gern
natme: Farmer,O=aitius com, C=U5

Key
aloarith, |-2-640.113543.1.1.1 -

Recovering Keys

If you perform a search with the Recover Keys button, the Search Results form
allows you to initiate the recovery of any key found.

To initiate key recovery:

1. On the Data Recovery Manager’s Agent Services page, click Recover Keys,
specify search criteria, and click Show Key to display a list of archived keys.

For details, see “Finding Archived Keys” on page 64.

2. On the Search Results form, find a particular key.

If the key you want to see is not shown, scroll to the bottom of the list and
select the Next or Previous group of keys.

3. Click Recover next to the key you want to examine.
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The details of the selected key are displayed in the Authorize Key Recovery
form, which allows you to specify authorization information.

4. In the Key Recovery form, scroll to the bottom of the key information.

Certificate Management  Agent Services

System

Data Recovery Manager

List Requests Key length: 512
Search for Ke: PKCE #12 I
Password:
Recover Heys PKCS #12
Passward |

A again:
R

Certificate:

4

W Lacal recovary autharization

Recaovery
autharization
reference
number:

Agent 1D #0: |

Passward I
0
Agent (D #1: |

Passwaord I
#1:

Recover | Help |

The number of key recovery agent authorizations required to recover a key
is configured by the system administrator using the CMS window in

Netscape Console. The Key Recovery form has space for the required
number of authorizations.

5. Specify the password that the requester will use in importing the recovered
certificate/key pair package.

6. Paste the base-64 encoded certificate that corresponds to the archived key
into the text area.
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Use the Certificate or Registration Manager Agent Services pages to find and
copy the certificate; see “Examining Certificates” on page 50 in Chapter 3.

If you searched for the archived key by using the corresponding public key,
the certificate information is automatically transferred here.

Choose whether to authorize recovery locally.

e If you select this option, assemble the required number of key recovery
agents and have each agent fill in his or her user name and password.

e If you deselect this option, notify the key recovery agents that a
recovery has been initiated, giving them the recovery authorization
reference number indicated on this form. (For information on how to
provide a remote authorization, see “Remote Recovery Authorization”
on page 70.)

Click Recover Now.

e If you chose local authorization, the recovery is completed immediately,
and the recovered certificate and key pair are sent to your browser in
the form of a PKCS #12 package.

e If you chose remote authorization, you must wait for the recovery
agents to enter their authorizations. As they do so, a status page informs
you of the progress. When the required number of recovery agents have
completed their authorizations, the recovery is completed and the
recovered certificate/key pair package is sent to your browser.

In the dialog box that appears, specify the path and filename for saving the
encrypted file that contains the recovered certificate and key pair.

. Send the encrypted file to the requesting party.

. Inform the requesting party of the recovery password in a secure manner.

The recovering party must use this password to import the recovered
certificate/key pair package into his or her client software.
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Remote Recovery Authorization

By default, recovery authorization is local. That is, when you initiate the
recovery, you assemble the required number of recovery agents, and all of
them enter their IDs and passwords on the same Authorize Key Recovery form
on your system. When you click Recover Now, the recovery is completed, and
you receive the encrypted file that contains the recovered key and certificate.

If you deselect the local authorization option, you are choosing remote
authorization. When you click Recover Now, the key recovery agents must
each access the Data Recovery Manager Agent Services pages at their own
locations, and use the Authorize Recovery button to enter each authorization
separately. You are informed of the status of the authorizations. When all the
authorizations have been entered, the recovery is completed and you receive
the encrypted file that contains the recovered key and certificate.

To use the remote authorization feature, the designated key recovery agents
must also be designated Data Recovery Manager agents, so that they are
privileged to access the Agent Services pages directly. If you are using only
local authorization, anyone can be designated as a recovery agent, since only
you will need to access the recovery authorization form.

If you are a designated key recovery agent as well as a Data Recovery Manager
agent, and another Data Recovery Manager agent informs you that a remote
key recovery authorization has been initiated, enter your authorization as
follows:

1. Go to the Data Recovery Manager Agent Services page (see “Accessing
Agent Services” on page 21). You must submit the proper client certificate
to get access to this page.

2. Click Authorize Recovery.

3. Enter the recovery authorization reference number that was part of the
notification.

This number identifies the particular key recovery request that you are to
authorize.

4. Click Examine.

5. Enter your key recovery agent ID and password.
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6. Click OK.

The initiating agent is informed that you have completed your authorization.

Viewing Key Service Requests

Key service requests are of two kinds:

e Key archival requests, made by remote or local Certificate or Registration
Managers

e Key recovery requests, made by Data Recovery Manager agents

As a Data Recovery Manager agent, you can view these requests. You can
search for and list key service requests with a particular status, such as
completed or rejected. You can select a key service request from the returned
list and examine it in detail.

Key service requests are usually handled internally. You do not need to take
any action on them unless your system is specially configured.

Listing Key Service Requests

To list key service requests:

I. Go to the Data Recovery Manager Agent Services page (see “Accessing
Agent Services” on page 21). You must submit the proper client certificate

to get access to this page.

2. Click List Requests to display the List Requests form.
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e

Certificate Management Agenl Services

System

Data Recovery Manager

List Requests List Requests

Search for Keys Use this form to show a list of key serice requests

Bocouartoy |
o
(e
@ Show completed raguests
[e

A Show requests with this status:
R
Show all regquests

Starting seguence number: l—
[{optional)

Show canceled requests
Show rejected requests

Find | first |5— records Heln

Use the List Requests form to specify which key service requests to list.

3. Choose the requests you want to see by selecting any of the following
checkboxes:

e Show canceled requests

Unless your system is specially configured for it, there will be no
cancelled requests.

¢ Show rejected requests

Rejected requests do not comply with your company’s archival or
recovery policies. Unless your system is specially configured for it, there
will be no rejected requests.

e Show completed requests

Completed requests include archival requests for which proof of
archival has been sent and completed recovery requests.

e Show all requests

All requests stored in the system.

4. To start the list at a specific place in the queue, enter the starting sequence
number in decimal or hexadecimal form.
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Use 0x to indicate the beginning of a hexadecimal number; for example,
0x2A. (Serial numbers are displayed in hexadecimal form in the Search
Results and Details pages.)

Choose the number of matching requests you want to see.

When you specify a number 7, the system displays the first z requests after
the starting sequence number that match your specified criteria.

Click Find.

The Data Recovery Manager displays a list of the key service requests that
match your search criteria. You can select a request in the list and examine
it in more detail. For instructions, see “Selecting a Request” on page 74.

Certificate Management Agent Services

System

Data Recovery Manager

List Regquests

Search for Keys
Tatal Murnber of Records Found : 124
Recertey

Authorize # Status  Type Filed on

Request Queue

Agsigned
to

Ry

100216 complete recovery 12/17/1858 9:31:30
Details | Undated an thdated
¥
1217115998 9:32:13 admin

# Status  Type Filed on :&Dsswgned

100217 complete recovery 12A17/1998 9:32:35
Details | Undated an thdated
¥
1211711998 9:32:36 admin

Assigned

# Status  Type Filed on o

100218 complete recovery 12/17/1998 9:32:48
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Selecting a Request

To select a request from the queue:

I. On the Data Recovery Manager’s Agent Services page, click List Requests,
specify search criteria, and click Find to display a list of key service

requests.

For details, see “Listing Key Service Requests” on page 71.

2. On the Key Service Request Queue form, find a particular request.
If the request you want to see is not shown, scroll to the bottom of the list
and select the Next or Previous group of requests.

3. Click Details next to the selected request.

The details of the selected key service request appear in the Request details
form. You cannot manipulate the request in any way.

18

a-te Management Agent Services

System

Data Recovery Manager

List Requests Request 100216

Search for Keys
Status: complete

Type S
Recovery Created an Thursday, December 17, 1995 09:31:30

Updated on: Thursday, December 17, 19595 09:32:13

Recovery Infornation
Serial number; 101

If the system changes the state of the displayed request, and if you use your
browser's Back or Forward buttons or the Go (history) menu to move to
another page, the data shown can become out of date. To refresh the data,
click the highlighted serial number at the top of the page.
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