Programming With Synchronization Objects 4

This chapter describes the synchr onization types available with thr eads and discusses synchr onization concerns.

Synchr onization objects ar e variables in memory that you access just like data. Threads in dif ferent pr ocesses can communicate with each other thr ough synchr onization objects placed in thr eads-contr olled shar ed memory , even though the thr eads in dif ferent pr ocesses ar e generally invisible to each other .

Synchr onization objects can also be placed in �les and can have lifetimes beyond that of the cr eating pr ocess.

The available types of synchr onization objects ar e:

¥ Mutex Locks ¥ Condition V ariables ¥ Semaphor es

Mutual Exclusion Lock Attributes page 70 Using Mutual Exclusion Locks page 75 Condition Variable Attributes page 87 Using Condition Variables page 92 Semaphores page 106 Comparing Primitives page 118

4 Here are situations that can pr o�tably use synchr onization:

¥ When synchr onization is the only way to ensur e consistency of shar ed data. ¥ When thr eads in two or mor e processes can use a single synchr onization

object jointly . Note that the synchr onization object should be initialized by only one of the cooperating pr ocesses, because r einitializing a synchr onization object sets it to the unlocked state.

¥ When synchr onization can ensur e the safety of mutable data. ¥ When a pr ocess can map a �le and have a thr ead in this pr ocess get a

record�s lock. Once the lock is acquir ed, any other thr ead in any pr ocess mapping the �le that tries to acquir e the lock is blocked until the lock is released.

¥ Even when accessing a single primitive variable, such as an integer . On

machines wher e the integer is not aligned to the bus data width or is lar ger than the data width, a single memory load can use mor e than one memory cycle. While this cannot happen on the SP ARC^¤ architectur e, portable programs cannot r ely on this.

Note — On 32-bit ar chitectur es a long long is not atomic^1 and is r ead and written as two 32-bit quantities. The types int, char, float, and pointers ar e atomic on SP ARC and x86 machines.

Mutual Exclusion Lock Attributes

Use mutual exclusion locks (mutexes) to serialize thr ead execution. Mutual exclusion locks synchr onize thr eads, usually by ensuring that only one thr ead at a time executes a critical section of code. Mutex locks can also pr eserve single-thr eaded code.

1. An atomic operation cannot be divided into smaller operations.

4 To change the default mutex attributes, you can declar e and initialize an attribute object. Often, the mutex attributes ar e set in one place at the beginning of the application so they can be located quickly and modi�ed easily. The following table lists the functions discussed in this section that manipulate mutex attributes.

The dif ferences in de�ning the scope of a mutex fr om the original Solaris threads ar e shown in Table 4-2.

Table4-1 Mutex Attributes Routines Initialize a Mutex Attribute Object pthread_mutexattr_init(3T) page 72 Destroy a Mutex Attribute Object pthread_mutexattr_destroy(3T) page 73 Set the Scope of a Mutex pthread_mutexattr_setpshared(3T) page 74 Get the Scope of a Mutex pthread_mutexattr_getpshared(3T) page 75

Table4-2 Mutex Scope Comparison

Solaris POSIX De�nition USYNC_PROCESS PTHREAD_PROCESS_SHARED Use to synchr onize thr eads in this and other pr ocesses USYNC_THREAD PTHREAD_PROCESS_PRIV ATE Use to synchr onize thr eads in this process only

4 Initialize a Mutex Attribute Object

pthread_mutexattr_init(3T)

Use pthread_mutexattr_init() to initialize attributes associated with this object to their default values. Storage for each attribute object is allocated by the thr eads system during execution.

The default value of the pshared attribute when this function is called is

PTHREAD_PROCESS_PRIVATE, which means that the initialized mutex can be

used within a pr ocess.

mattr is an opaque type that contains a system-allocated attribute object. The possible values of mattr �s scope are PTHREAD_PROCESS_PRIVATE (the default) and PTHREAD_PROCESS_SHARED.

Before a mutex attribute object can be r eused, it must �rst be destr oyed by

pthread_mutexattr_destroy(3T). The pthread_mutexattr_init()

call returns a pointer to an opaque object. If the object is not destr oyed, a memory leak will r esult.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If either of the following conditions occurs, the function fails and r eturns the corr esponding value.

ENOMEM — There is not enough memory to initialize the thr ead attributes object.

EINVAL — The value speci�ed by mattr is invalid.

 Prototype:
 int pthread_mutexattr_init(pthread_mutexattr_t *mattr);

 #include <pthread.h>

 pthread_mutexattr_t mattr;
 int ret;

 /* initialize an attribute to default value */

ret = pthread_mutexattr_init(&mattr);

4 Destroy a Mutex Attribute Object

pthread_mutexattr_destroy(3T)

pthread_mutexattr_destroy() deallocates the storage space used to

maintain the attribute object cr eated by pthread_mutexattr_init().

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If the following condition occurs, the function fails and returns the corr esponding value.

EINVAL — The value speci�ed by mattr is invalid .

 Prototype:
 int pthread_mutexattr_destroy(pthread_mutexattr_t *mattr)

 #include <pthread.h>

 pthread_mutexattr_t mattr;
 int ret;

 /* destroy an attribute */

ret = pthread_mutexattr_destroy(&mattr);

4 Set the Scope of a Mutex

pthread_mutexattr_setpshared(3T)

The scope of a mutex variable can be either pr ocess private (intrapr ocess) or system wide (interpr ocess). If the mutex is cr eated with the pshared attribute set to the PTHREAD_PROCESS_SHARED state, and it exists in shar ed memory , it can be shar ed among thr eads fr om mor e than one pr ocess. This is equivalent to the

USYNC_PROCESS �ag in mutex_init() in the original Solaris thr eads.

If the mutex pshared attribute is set to PTHREAD_PROCESS_PRIVATE, only those thr eads cr eated by the same pr ocess can operate on the mutex.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If the following condition occurs, the function fails and returns the corr esponding value.

EINVAL — The value speci�ed by mattr is invalid.

 Prototype:
 int pthread_mutexattr_setpshared(pthread_mutexattr_t *mattr,
     int pshared);

 #include <pthread.h>

 pthread_mutexattr_t mattr;
 int pshared;
 int ret;

ret = pthread_mutexattr_init(&mattr);

/*
 * resetting to its default value
 */

ret = pthread_mutexattr_setpshared(&mattr,

PTHREAD_PROCESS_PRIVATE);

4 Get the Scope of a Mutex

pthread_mutexattr_getpshared(3T)

Get the curr ent value of pshared for the attribute object mattr. It is either

PTHREAD_PROCESS_SHARED or PTHREAD_PROCESS_PRIVATE.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If the following condition occurs, the function fails and returns the corr esponding value.

EINVAL — The value speci�ed by mattr is invalid.

Using Mutual Exclusion Locks

After the attributes for a mutex ar e con�gur ed, you initialize the mutex itself. The following functions ar e used to initialize or destr oy, lock or unlock, or try to lock a mutex. Table 4-3 lists the functions discussed in this chapter that manipulate mutex locks.

Prototype:
int pthread_mutexattr_getpshared(pthread_mutexattr_t *mattr,
    int pshared);

#include <pthread.h>

pthread_mutexattr_t mattr;
int pshared, ret;

/* get pshared of mutex */

ret = pthread_mutexattr_getpshared(&mattr, &pshared);

4 Table4-3 Routines for Mutual Exclusion Locks

The default scheduling policy , SCHED_OTHER, does not specify the or der in which thr eads can acquir e a lock. When multiple thr eads ar e waiting for a mutex, the or der of acquisition is unde�ned. When ther e is contention, the default behavior is to unblock thr eads in priority or der.

Initialize a Mutex

pthread_mutex_init(3T)

Use pthread_mutex_init() to initialize the mutex pointed at by mp to its default value ( mattr is NULL), or to specify mutex attributes that have alr eady been set with pthread_mutexattr_init().

When the mutex is initialized, it is in an unlocked state.

Initialize a Mutex pthread_mutex_init(3T) page 76 Lock a Mutex pthread_mutex_lock(3T) page 78 Unlock a Mutex pthread_mutex_unlock(3T) page 79 Lock With a Nonblocking Mutex pthread_mutex_trylock(3T) page 80 Destroy a Mutex pthread_mutex_destroy(3T) page 81

Prototype:
int pthread_mutex_init(pthread_mutex_t *mp,
    const pthread_mutexattr_t *mattr);

 #include <pthread.h>

 pthread_mutex_t mp = PTHREAD_MUTEX_INITIALIZER;
 pthread_mutexattr_t mattr;
 int ret;

 /* initialize a mutex to its default value */

ret = pthread_mutex_init(&mp, NULL);

/* initialize a mutex */

ret = pthread_mutex_init(&mp, &mattr);

4 The effect of mattr being NULL is the same as passing the addr ess of a default mutex attribute object, but without the memory over head.

Statically de�ned mutexes can be initialized dir ectly to have default attributes with the macr o PTHREAD_MUTEX_INITIALIZER.

If a mutex is dynamically allocated and was initialized with an attribute object, its attribute object should be fr eed with pthread_mutexattr_destroy() before the mutex itself is fr eed.

A mutex lock must not be r einitialized or destr oyed while other thr eads might be using it. Pr ogram failur e will r esult if either action is not done corr ectly. If a mutex is r einitialized or destr oyed, the application must be sur e the mutex is not curr ently in use.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EBUSY — The mutex cannot be r einitialized or modi�ed because it still exists.

EINVAL — The attribute value is invalid. The mutex has not been modi�ed.

EAGAIN — There are not enough r esour ces to initialize another mutex.

ENOMEM — There is not enough memory to initialize another mutex.

4 Lock a Mutex

pthread_mutex_lock(3T)

Use pthread_mutex_lock() to lock the mutex pointed to by mp. When the mutex is alr eady locked, the calling thr ead blocks and the mutex waits on a prioritized queue. When pthread_mutex_lock() returns, the mutex is locked and the calling thr ead is the owner .

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — The value speci�ed by mp does not r efer to an initialized mutex

object.

EDEADLK — The curr ent thr ead alr eady owns the mutex.

 Prototype:
 int pthread_mutex_lock(pthread_mutex_t *mp);

 #include <pthread.h>

 pthread_mutex_t mp;
 int ret;

ret = pthread_ mutex_lock(&mp); /* acquire the mutex */

4 Unlock a Mutex

pthread_mutex_unlock(3T)

Use pthread_mutex_unlock() to unlock the mutex pointed to by mp.

The mutex must be locked and the calling thr ead must be the one that last locked the mutex (the owner). When any other thr eads ar e waiting for the mutex to become available, the thr ead at the head of the queue is unblocked.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — The value speci�ed by mp does not r efer to an initialized mutex

object.

EPERM — The curr ent thr ead does not own the mutex.

 Prototype:
 int pthread_mutex_unlock(pthread_mutex_t *mp);

 #include <pthread.h>

 pthread_mutex_t mp;
 int ret;

ret = pthread_ mutex_unlock(&mp); /* release the mutex */

4 Lock With a Nonblocking Mutex

pthread_mutex_trylock(3T)

Use pthread_mutex_trylock()to attempt to lock the mutex pointed to by mp.

This function is a nonblocking version of pthread_mutex_lock(). When the mutex is alr eady locked, this call r eturns with an err or. Otherwise, the mutex is locked and the calling thr ead is the owner .

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EBUSY — The mutex pointed to by mp was alr eady locked.

EINVAL — The value speci�ed by mp does not r efer to an initialized mutex

object.

Prototype:
int pthread_mutex_trylock(pthread_mutex_t *mp);

#include <pthread.h>

pthread_mutex_t mp;
int ret;

ret = pthread_ mutex_trylock(&mp); /* try to lock the mutex */

4 Destroy a Mutex

pthread_mutex_destroy(3T)

Use pthread_mutex_destroy() to destr oy any state associated with the mutex pointed to by mp.

Note that the space for storing the mutex is not fr eed.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EBUSY — The mutex you ar e trying to destr oy is locked or in use.

EINVAL — The value speci�ed by mp does not r efer to an initialized mutex

object.

Prototype:
int pthread_mutex_destroy(pthread_mutex_t *mp);

#include <pthread.h>

mutex_t mp;
int ret;

ret = pthread_mutex_destroy(&mp); /* mutex is destroyed */

4 Mutex Lock Code Examples

Here are some code fragments showing mutex locking.

The two functions in Code Example 4-1 use the mutex lock for dif ferent purposes. The increment_count function uses the mutex lock simply to assur e an atomic update of the shar ed variable. The get_count function uses the mutex lock to guarantee that the 64-bit quantity count is read atomically . On a 32-bit ar chitectur e, a long long is really two 32-bit quantities.

Note that if count were an int, get_count would not need a mutex lock to read the value of count, because integer operations ar e atomic.

CodeExample4-1 Mutex Lock Example

#include <pthread.h>

pthread_mutex_t count_mutex;
long long count;

void
increment_count()
{
    pthread_mutex_lock(&count_mutex);
    count = count + 1;
    pthread_mutex_unlock(&count_mutex);
}

long long
get_count()
{
    long long c;

    pthread_mutex_lock(&count_mutex);
    c = count;
    pthread_mutex_unlock(&count_mutex);
    return (c);
}

4 Using Locking Hierarchies

You will occasionally want to access two r esour ces at once. Per haps you ar e using one of the r esour ces, and then discover that the other r esour ce is needed as well. As shown in Code Example 4-2, ther e could be a pr oblem if two threads attempt to claim both r esour ces but lock the associated mutexes in different or ders. In this example, if the two thr eads lock mutexes 1 and 2 respectively , then a deadlock occurs when each attempts to lock the other mutex.

The best way to avoid this pr oblem is to make sur e that whenever thr eads lock multiple mutexes, they do so in the same or der. This technique is known as lock hierarchies: order the mutexes by logically assigning numbers to them.

Also, honor the r estriction that you cannot take a mutex that is assigned i when you ar e holding any mutex assigned a number gr eater than i.

Note — The lock_lint tool can detect the sort of deadlock pr oblem shown in this example. The best way to avoid such deadlock pr oblems is to use lock hierar chies. When locks ar e always taken in a pr escribed or der, deadlock should not occur .

However , this technique cannot always be used�sometimes you must take the mutexes in an or der other than pr escribed. T o prevent deadlock in such a situation, use pthread_mutex_trylock(). One thr ead must r elease its mutexes when it discovers that deadlock would otherwise be inevitable.

CodeExample4-2 Deadlock

Thread 1 Thread 2

pthread_mutex_lock(&m1);

    /* use resource 1 */

   pthread_mutex_lock(&m2);

       /* use resources
          1 and 2 */

   pthread_mutex_unlock(&m2);
pthread_mutex_unlock(&m1);

                                pthread_mutex_lock(&m2);

                                    /* use resource 2 */

                                    pthread_mutex_lock(&m1);

                                       /* use resources
                                          1 and 2 */

                                     pthread_mutex_unlock(&m1);
                                pthread_mutex_unlock(&m2);

4 Code Example 4-3 shows how this is done.

In this example, thr ead 1 locks mutexes in the pr escribed or der, but thr ead 2 takes them out of or der. To make certain that ther e is no deadlock, thr ead 2 has to take mutex 1 very car efully; if it wer e to block waiting for the mutex to be released, it is likely to have just enter ed into a deadlock with thr ead 1.

To ensur e this does not happen, thr ead 2 calls pthread_mutex_trylock(), which takes the mutex if it is available. If it is not, thr ead 2 r eturns immediately , reporting failur e. At this point, thr ead 2 must r elease mutex 2, so that thr ead 1 can lock it, and then r elease both mutex 1 and mutex 2.

Nested Locking With a Singly Linked List

Code Example 4-4 and Code Example 4-5 show how to take thr ee locks at once, but pr event deadlock by taking the locks in a pr escribed or der.)

CodeExample4-3 Conditional Locking

Thread 1 Thread 2

pthread_mutex_lock(&m1);
  pthread_mutex_lock(&m2);

  pthread_mutex_unlock(&m2);

pthread_mutex_unlock(&m1);

                               for (;;) {
                                pthread_mutex_lock(&m2);
                                if (pthread_mutex_trylock(&m1)==0)
                                  /* got it! */
                                  break;

                                /* didn�t get it */
                                pthread_mutex_unlock(&m2);
                              }
                              pthread_mutex_unlock(&m1);
                              pthread_mutex_unlock(&m2);

CodeExample4-4 Singly Linked List Str uctur e

typedef struct node1 {
    int value;
    struct node1 *link;
    pthread_mutex_t lock;
} node1_t;

node1_t ListHead;

4 This example uses a singly-linked list str uctur e with each node containing a mutex. T o remove a node fr om the list, �rst sear ch the list starting at ListHead (which itself is never r emoved) until the desir ed node is found.

To protect this sear ch from the ef fects of concurr ent deletions, lock each node before any of its contents ar e accessed. Because all sear ches start at ListHead, ther e is never a deadlock because the locks ar e always taken in list or der.

When the desir ed node is found, lock both the node and its pr edecessor since the change involves both nodes. Because the pr edecessor �s lock is always taken �rst, you ar e again pr otected fr om deadlock. Her e is the C code to r emove an item fr om a singly linked list.

CodeExample4-5 Singly-Linked List with Nested Locking

node1_t *delete(int value)
{
    node1_t *prev, *current;

    prev = &ListHead;
    pthread_mutex_lock(&prev->lock);
    while ((current = prev->link) != NULL) {
        pthread_mutex_lock(&current->lock);
        if (current->value == value) {
            prev->link = current->link;
            pthread_mutex_unlock(&current->lock);
            pthread_mutex_unlock(&prev->lock);
            current->link = NULL;
            return(current);
        }
        pthread_mutex_unlock(&prev->lock);
        prev = current;
    }
    pthread_mutex_unlock(&prev->lock);
    return(NULL);
}

4 Nested Locking With a Circular Linked List

Code Example 4-6 modi�es the pr evious list str uctur e by converting it into a circular list. Ther e is no longer a distinguished head node; now a thr ead might be associated with a particular node and might perform operations on that node and its neighbor . Note that lock hierar chies do not work easily her e because the obvious hierar chy (following the links) is cir cular.

Here is the C code that acquir es the locks on two nodes and performs an operation involving both of them.

CodeExample4-6 Circular Linked List Str uctur e

typedef struct node2 {
    int value;
    struct node2 *link;
    pthread_mutex_t lock;
} node2_t;

CodeExample4-7 Circular Linked List W ith Nested Locking

void Hit Neighbor(node2_t *me) {
    while (1) {
        pthread_mutex_lock(&me->lock);
        if (pthread_mutex_lock(&me->link->lock)!= 0) {
            /* failed to get lock */
            pthread_mutex_unlock(&me->lock);
            continue;
        }
        break;
    }
    me->link->value += me->value;
    me->value /=2;
    pthread_mutex_unlock(&me->link->lock);
    pthread_mutex_unlock(&me->lock);
}

4 Condition Variable Attributes

Use condition variables to atomically block thr eads until a particular condition is true. Always use condition variables together with a mutex lock.

With a condition variable, a thr ead can atomically block until a condition is satis�ed. The condition is tested under the pr otection of a mutual exclusion lock (mutex).

When the condition is false, a thr ead usually blocks on a condition variable and atomically r eleases the mutex waiting for the condition to change. When another thr ead changes the condition, it can signal the associated condition variable to cause one or mor e waiting thr eads to wake up, r eacquir e the mutex, and r eevaluate the condition.

Condition variables can be used to synchr onize thr eads among pr ocesses when they ar e allocated in memory that is writable and shar ed by the cooperating processes.

The scheduling policy determines how blocking thr eads ar e awakened. For the default SCHED_OTHER, threads ar e awakened in priority or der.

The attributes for condition variables must be set and initialized befor e the condition variables can be used. The functions that manipulate condition variable attributes ar e listed in Table 4-4.

Table4-4 Condition V ariable Attributes

Initialize a Condition Variable Attribute pthread_condattr_init(3T) page 88 Remove a Condition Variable Attribute pthread_condattr_destroy(3T) page 89 Set the Scope of a Condition Variable pthread_condattr_setpshared(3T) page 90 Get the Scope of a Condition Variable pthread_condattr_getpshared(3T) page 91

4 The dif ferences fr om the original Solaris thr eads in de�ning the scope of a condition variable ar e shown in Table 4-5.

Initialize a Condition Variable Attribute

pthread_condattr_init(3T)

Use pthread_condattr_init() to initialize attributes associated with this object to their default values. Storage for each attribute object is allocated by the thr eads system during execution. The default value of the pshared attribute when this function is called is PTHREAD_PROCESS_PRIVATE, which means that the initialized condition variable can be used within a pr ocess.

cattr is an opaque data type that contains a system-allocated attribute object. The possible values of cattr �s scope are PTHREAD_PROCESS_PRIVATE (the default) and PTHREAD_PROCESS_SHARED.

Table4-5 Condition V ariable Scope Comparison

Solaris POSIX De�nition

USYNC_PROCESS PTHREAD_PROCESS_SHARED Use to synchr onize thr eads in this and other pr ocesses

USYNC_THREAD PTHREAD_PROCESS_PRIV ATE Use to synchr onize thr eads in this process only

Prototype:
int pthread_condattr_init(pthread_condattr_t *cattr);

#include <pthread.h>
#include <time.h>

pthread_condattr_t cattr;
int ret;

/* initialize an attribute to default value */

ret = pthread_condattr_init(&cattr);

4 Before a condition variable attribute can be r eused, it must �rst be r emoved by

pthread_condattr_destroy(3T). The pthread_condattr_init() call

returns a pointer to an opaque object. If the object is not destr oyed, a memory leak will r esult.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When either of the following conditions occurs, the function fails and r eturns the corr esponding value.

ENOMEM — There is not enough memory to initialize the thr ead attributes object.

EINVAL — The value speci�ed by cattr is invalid.

Remove a Condition Variable Attribute

pthread_condattr_destroy(3T)

Use this r outine to r emove storage and r ender the attribute object invalid.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If the following condition occurs, the function fails and returns the corr esponding value.

EINVAL — The value speci�ed by cattr is invalid.

 Prototype:
 int pthread_condattr_destroy(pthread_condattr_t *cattr);

 #include <pthread.h>
 #include <time.h>

 pthread_condattr_t cattr;
 int ret;

 /* destroy an attribute */

ret = pthread_condattr_destroy(&cattr);

4 Set the Scope of a Condition Variable

pthread_condattr_setpshared(3T)

The scope of a condition variable can be either pr ocess private (intrapr ocess) or system wide (interpr ocess). If the condition variable is cr eated with the pshared attribute set to the PTHREAD_PROCESS_SHARED state, and it exists in shar ed memory , it can be shar ed among thr eads fr om mor e than one pr ocess. This is equivalent to the USYNC_PROCESS �ag in mutex_init() in the original Solaris thr eads.

If the mutex pshared attribute is set to PTHREAD_PROCESS_PRIVATE, only those thr eads cr eated by the same pr ocess can operate on the mutex. Using

PTHREAD_PROCESS_PRIVATE results in the same behavior as with the
USYNC_THREAD �ag in the original Solaris thr eads cond_init() call, which is

that of a local condition variable. PTHREAD_PROCESS_SHARED is equivalent to a global condition variable.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. If the following condition occurs, the function fails and returns the corr esponding value.

EINVAL — The value of cattr is invalid, or the pshared value is invalid.

Prototype:
int pthread_condattr_setpshared(pthread_condattr_t *cattr,
    int pshared);

#include <pthread.h>
#include <time.h>

pthread_condattr_t cattr;
int ret;

/* all processes */

ret = pthread_condattr_setpshared(&cattr, PTHREAD_PROCESS_SHARED);

/* within a process */

ret = pthread_condattr_setpshared(&cattr, PTHREAD_PROCESS_PRIVATE);

4 Get the Scope of a Condition Variable

pthread_condattr_getpshared(3T)

Get the curr ent value of pshared for the attribute object cattr. The value is either

PTHREAD_PROCESS_SHARED or PTHREAD_PROCESS_PRIVATE.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — The value of cattr is invalid.

 Prototype:
 int pthread_condattr_getpshared(const pthread_condattr_t *cattr,
     int *pshared);

 #include <pthread.h>
 #include <time.h>

 pthread_condattr_t cattr;
 int pshared;
 int ret;

 /* get pshared value of condition variable */

ret = pthread_condattr_getpshared(&cattr, &pshared);

4 Using Condition Variables

This section explains using condition variables. Table 4-6 lists the functions that ar e available.

Initialize a Condition Variable

pthread_cond_init(3T)

Use pthread_cond_init() to initialize the condition variable pointed at by cv to its default value ( cattr is NULL), or to specify condition variable attributes that ar e already set with pthread_condattr_init(). The effect of cattr being NULL is the same as passing the addr ess of a default condition variable attribute object, but without the memory over head.

Table4-6 Condition V ariables Functions

Initialize a Condition Variable pthread_cond_init(3T) page 92 Block on a Condition Variable pthread_cond_wait(3T) page 94 Unblock a Speci�c Thread pthread_cond_signal(3T) page 96 Block Until a Speci�ed Event pthread_cond_timedwait(3T) page 98 Unblock All Threads pthread_cond_broadcast(3T) page 99 Destroy Condition Variable State pthread_cond_destroy(3T) page 101

Prototype:
int pthread_cond_init(pthread_cond_t *cv,
    const pthread_condattr_t *cattr);

#include <pthread.h>

pthread_cond_t cv;
pthread_condattr_t cattr;
int ret;

/* initialize a condition variable to its default value */

ret = pthread_cond_init(&cv, NULL);

/* initialize a condition variable */

ret = pthread_cond_init(&cv, &cattr);

4 Statically-de�ned condition variables can be initialized dir ectly to have default attributes with the macr o PTHREAD_COND_INITIALIZER. This has the same effect as dynamically allocating pthread_cond_init() with null attributes. No err or checking is done.

Multiple thr eads must not simultaneously initialize or r einitialize the same condition variable. If a condition variable is r einitialized or destr oyed, the application must be sur e the condition variable is not curr ently in use.

If a condition variable is dynamically allocated and was initialized with an attribute object, befor e the condition variable itself is fr eed, its attribute object should �rst be fr eed with pthread_condattr_destroy() .

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — The value speci�ed by cattr is invalid.

EBUSY — The condition variable is being used.

EAGAIN — The necessary r esour ces are not available.

ENOMEM — There is not enough memory to initialize the condition variable.

4 Block on a Condition Variable

pthread_cond_wait(3T)

Use this r outine to atomically r elease the mutex pointed to by mp and to cause the calling thr ead to block on the condition variable pointed to by cv.

The blocked thr ead can be awakened by a pthread_cond_signal(), a

pthread_cond_broadcast(), or when interr upted by delivery of a signal.

Any change in the value of a condition associated with the condition variable cannot be inferr ed by the r eturn of pthread_cond_wait(), and any such condition must be r eevaluated.

The pthread_cond_wait() routine always r eturns with the mutex locked and owned by the calling thr ead even when r eturning an err or.

This function blocks until the condition is signaled. It atomically r eleases the associated mutex lock befor e blocking, and atomically r eacquir es it befor e returning.

In typical use, a condition expr ession is evaluated under the pr otection of a mutex lock. When the condition expr ession is false, the thr ead blocks on the condition variable. The condition variable is then signaled by another thr ead when it changes the condition value. This causes one or all of the thr eads waiting on the condition to unblock and to try to r eacquir e the mutex lock.

Prototype:
int pthread_cond_wait(pthread_cond_t *cv,pthread_mutex_t *mutex);

 #include <pthread.h>

 pthread_cond_t cv;
 pthread_mutex_t mp;
 int ret;

 /* wait on condition variable */

ret = pthread_cond_wait(&cv, &mp);

4 Because the condition can change befor e an awakened thr ead r eturns fr om

pthread_cond_wait(), the condition that caused the wait must be r etested

before the mutex lock is acquir ed. The r ecommended test method is to write the condition check as a while loop that calls pthread_cond_wait().

No speci�c or der of acquisition is guaranteed when mor e than one thr ead blocks on the condition variable.

Note — pthread_cond_wait() is a cancellation point. If a cancel is pending and the calling thr ead has cancellation enabled, the thr ead will be terminated and will begin executing its cleanup handlers.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — The value speci�ed by cv or mp is invalid.

     pthread_mutex_lock();
         while(condition_is_false)
             pthread_cond_wait();
     pthread_mutex_unlock();

4 Unblock a Speci�c Thread

pthread_cond_signal(3T)

Use pthread_cond_signal() to unblock one thr ead that is blocked on the condition variable pointed to by cv.

Call pthread_cond_signal() under the pr otection of the same mutex used with the condition variable being signaled. Otherwise, the condition variable could be signaled between the test of the associated condition and blocking in

pthread_cond_wait(), which can cause an in�nite wait.

The scheduling policy determines the or der in which blocked thr eads ar e awakened. For SCHED_OTHER, threads ar e awakened in priority or der.

When no thr eads ar e blocked on the condition variable, then calling

pthread_cond_signal() has no ef fect.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — cv points to an illegal addr ess.

 Prototype:
 int pthread_cond_signal(pthread_cond_t *cv);

 #include <pthread.h>

 pthread_cond_t cv;
 int ret;

 /* one condition variable is signaled */

ret = pthread_cond_signal(&cv);

4 CodeExample4-8 Using pthread_cond_wait() and pthread_cond_signal()

pthread_mutex_t count_lock;
pthread_cond_t count_nonzero;
unsigned int count;

decrement_count()
{
    pthread_mutex_lock(&count_lock);
    while (count == 0)
       pthread_cond_wait(&count_nonzero, &count_lock);
    count = count - 1;
    pthread_mutex_unlock(&count_lock);
}
increment_count()
{
    pthread_mutex_lock(&count_lock);
    if (count == 0)
       pthread_cond_signal(&count_nonzero);
    count = count + 1;
    pthread_mutex_unlock(&count_lock);
}

4 Block Until a Speci�ed Event

pthread_cond_timedwait(3T)

Use pthread_cond_timedwait() as you would use

pthread_cond_wait(), except that pthread_cond_timedwait() does not

block past the time of day speci�ed by abstime.

pthread_cond_timedwait() always r eturns with the mutex locked and

owned by the calling thr ead even when it is r eturning an err or.

The pthread_cond_timedwait() function blocks until the condition is signaled or until the time of day speci�ed by the last ar gument has passed.

Note — pthread_cond_timedwait() is also a cancellation point.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When either of the following conditions occurs, the function fails and r eturns the corr esponding value.

EINVAL — cv or abstime points to an illegal addr ess.

ETIMEDOUT — The time speci�ed by abstime has passed.

 Prototype:
 int pthread_cond_timedwait(pthread_cond_t *cv,
     pthread_mutex_t *mp, const struct timespec *abstime);

 #include <pthread.h>

 pthread_cond_t cv;
 pthread_mutex_t mp;
 timestruct_t abstime;
 int ret;

 /* wait on condition variable */

ret = pthread_cond_timedwait(&cv, &mp, &abstime);

4 The time-out is speci�ed as a time of day so that the condition can be r etested ef�ciently without r ecomputing the value, as shown in Code Example 4-9.

CodeExample4-9 Timed Condition W ait

Unblock All Threads

pthread_cond_broadcast(3T)

Use pthread_cond_broadcast() to unblock all thr eads that ar e blocked on the condition variable pointed to by cv. When no thr eads ar e blocked on the condition variable, pthread_cond_broadcast() has no ef fect.

This function wakes all the thr eads blocked in pthread_cond_wait().

pthread_timestruc_t to;
pthread_mutex_t m;
pthread_cond_t c;
...
pthread_mutex_lock(&m);
to.tv_sec = time(NULL) + TIMEOUT;
to.tv_nsec = 0;
while (cond == FALSE) {
    err = pthread_cond_timedwait(&c, &m, &to);
    if (err == ETIME) {
       /* timeout, do something */
       break;
    }
}
pthread_mutex_unlock(&m);

Prototype:
int pthread_cond_broadcast(pthread_cond_t *cv);

#include <pthread.h>

pthread_cond_t cv;
int ret;

/* all condition variables are signaled */

ret = pthread_cond_broadcast(&cv);

4 Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — cv points to an illegal addr ess.

Condition V ariable Br oadcast Example Since pthread_cond_broadcast() causes all thr eads blocked on the condition to contend again for the mutex lock, use it with car e. For example, use pthread_cond_broadcast() to allow thr eads to contend for varying resour ce amounts when r esour ces are freed, as shown in Code Example 4-10.

CodeExample4-10 Condition V ariable Br oadcast

Note that in add_resources() it does not matter whether resources is updated �rst or pthread_cond_broadcast() is called �rst inside the mutex lock.

pthread_mutex_t rsrc_lock;
pthread_cond_t rsrc_add;
unsigned int resources;

get_resources(int amount)
{
    pthread_mutex_lock(&rsrc_lock);
    while (resources < amount) {
       pthread_cond_wait(&rsrc_add, &rsrc_lock);
    }
    resources -= amount;
    pthread_mutex_unlock(&rsrc_lock);
}

add_resources(int amount)
{
    pthread_mutex_lock(&rsrc_lock);
    resources += amount;
    pthread_cond_broadcast(&rsrc_add);
    pthread_mutex_unlock(&rsrc_lock);
}

4 Call pthread_cond_broadcast() under the pr otection of the same mutex that is used with the condition variable being signaled. Otherwise, the condition variable could be signaled between the test of the associated condition and blocking in pthread_cond_wait(), which can cause an in�nite wait.

Destroy Condition Variable State

pthread_cond_destroy(3T)

Use pthread_cond_destroy() to destr oy any state associated with the condition variable pointed to by cv.

Note that the space for storing the condition variable is not fr eed.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EBUSY — The object has been initialized befor e, and is not destr oyed.

EINVAL — The value speci�ed by cv is invalid.

 Prototype:
 int pthread_cond_destroy(pthread_cond_t *cv);

 #include <pthread.h>

 pthread_cond_t cv;
 int ret;

 /* Condition variable is destroyed */

ret = pthread_cond_destroy(&cv);

4 The Lost Wake-Up Problem

Calling pthread_cond_signal() or pthread_cond_broadcast() when the thr ead does not hold the mutex lock associated with the condition can lead to lost wake-up bugs.

A lost wake-up occurs when

¥ A thr ead calls pthread_cond_signal() or

pthread_cond_broadcast()

¥ And another thr ead is between the test of the condition and the call to

pthread_cond_wait()

¥ And no thr eads ar e waiting.

The signal has no ef fect, and ther efore is lost.

The Producer/Consumer Problem

This pr oblem is one of the small collection of standar d, well-known pr oblems in concurr ent pr ogramming: a �nite-size buf fer and two classes of thr eads , producers and consumers, put items into the buf fer (pr oducers) and take items out of the buf fer (consumers).

A producer must wait until the buf fer has space befor e it can put something in, and a consumer must wait until something is in the buf fer befor e it can take something out.

A condition variable r epresents a queue of thr eads waiting for some condition to be signaled.

Code Example 4-11 has two such queues, one ( less) for pr oducers waiting for a slot in the buf fer, and the other ( more) for consumers waiting for a buf fer slot containing information. The example also has a mutex, as the data str uctur e describing the buf fer must be accessed by only one thr ead at a time.

4 This is the code for the buf fer data str uctur e.

As Code Example 4-12 on page 104 shows, the pr oducer thr ead takes the mutex pr otecting the buffer data str uctur e and then makes certain that space is available for the item being pr oduced. If not, it calls

pthread_cond_wait(), which causes it to join the queue of thr eads waiting

for the condition less, representing there is room in the buffer, to be signaled.

At the same time, as part of the call to pthread_cond_wait(), the thr ead releases its lock on the mutex. The waiting pr oducer thr eads depend on consumer thr eads to signal when the condition is tr ue (as shown in Code Example 4-12). When the condition is signaled, the �rst thr ead waiting on less is awakened. However , before the thr ead can r eturn fr om

pthread_cond_wait(), it must r eacquir e the lock on the mutex.

This ensur es that it again has mutually exclusive access to the buf fer data structur e. The thr ead then must check that ther e really is r oom available in the buffer; if so, it puts its item into the next available slot.

At the same time, consumer thr eads might be waiting for items to appear in the buf fer. These thr eads ar e waiting on the condition variable more. A producer thr ead, having just deposited something in the buf fer, calls

pthread_cond_signal() to wake up the next waiting consumer . (If ther e are

no waiting consumers, this call has no ef fect.)

Finally, the pr oducer thr ead unlocks the mutex, allowing other thr eads to operate on the buf fer data str uctur e.

CodeExample4-11 The Pr oducer/Consumer Pr oblem and Condition V ariables

typedef struct {
    char buf[BSIZE];
    int occupied;
    int nextin;
    int nextout;
    mutex_t mutex;
    cond_t more;
    cond_t less;
} buffer_t;

buffer_t buffer;

4 CodeExample4-12 The Pr oducer/Consumer Pr oblem — the Pr oducer

Note the use of the assert() statement; unless the code is compiled with

NDEBUG de�ned, assert() does nothing when its ar gument evaluates to tr ue

(that is, nonzer o), but causes the pr ogram to abort if the ar gument evaluates to false (zer o). Such assertions ar e especially useful in multithr eaded pr ograms� they immediately point out r untime pr oblems if they fail, and they have the additional ef fect of being useful comments.

The comment a few lines later could better be expr essed as an assertion, but it is too complicated as a Boolean-valued expr ession and so is given in English.

Both the assertion and the comments ar e examples of invariants . These ar e logical statements that should not be falsi�ed by the execution of the pr ogram, except during brief moments when a thr ead is modifying some of the pr ogram variables mentioned in the invariant. (An assertion, of course, should be tr ue whenever any thr ead executes it.)

void producer(buffer_t *b, char item)
{
    pthread_mutex_lock(&b->mutex);

    while (b->occupied >= BSIZE)
        pthread_cond_wait(&b->less, &b->mutex);

    assert(b->occupied < BSIZE);

    b->buf[b->nextin++] = item;

    b->nextin %= BSIZE;
    b->occupied++;

    /* now: either b->occupied < BSIZE and b->nextin is the index
       of the next empty slot in the buffer, or
       b->occupied == BSIZE and b->nextin is the index of the
       next (occupied) slot that will be emptied by a consumer
       (such as b->nextin == b->nextout) */

    pthread_cond_signal(&b->more);

    pthread_mutex_unlock(&b->mutex);
}

4 Using invariants is an extr emely useful technique. Even if they ar e not stated in the pr ogram text, think in terms of invariants when you analyze a pr ogram.

The invariant in the pr oducer code that is expr essed as a comment is always true whenever a thr ead is in the part of the code wher e the comment appears. If you move this comment to just after the mutex_unlock(), this does not necessarily r emain tr ue. If you move this comment to just after the assert, this is still tr ue.

The point is that this invariant expr esses a pr operty that is tr ue at all times, except when either a pr oducer or a consumer is changing the state of the buffer. While a thr ead is operating on the buf fer (under the pr otection of a mutex), it might temporarily falsify the invariant. However , once the thr ead is �nished, the invariant should be tr ue again.

Code Example 4-13 shows the code for the consumer . Its �ow is symmetric with that of the pr oducer .

CodeExample4-13 The Pr oducer/Consumer Pr oblem — the Consumer

char consumer(buffer_t *b)
{
    char item;
    pthread_mutex_lock(&b->mutex);
    while(b->occupied <= 0)
        pthread_cond_wait(&b->more, &b->mutex);

    assert(b->occupied > 0);

    item = b->buf[b->nextout++];
    b->nextout %= BSIZE;
    b->occupied--;

    /* now: either b->occupied > 0 and b->nextout is the index
       of the next occupied slot in the buffer, or
       b->occupied == 0 and b->nextout is the index of the next
       (empty) slot that will be filled by a producer (such as
       b->nextout == b->nextin) */

    pthread_cond_signal(&b->less);
    pthread_mutex_unlock(&b->mutex);

    return(item);
}

4 Semaphores

Semaphor es are a pr ogramming constr uct designed by E. W . Dijkstra in the late 1960s. Dijkstra�s model was the operation of railr oads: consider a str etch of railroad in which ther e is a single track over which only one train at a time is allowed.

Guar ding this track is a semaphor e. A train must wait befor e entering the single track until the semaphor e is in a state that permits travel. When the train enters the track, the semaphor e changes state to pr event other trains fr om entering the track. A train that is leaving this section of track must again change the state of the semaphor e to allow another train to enter .

In the computer version, a semaphor e appears to be a simple integer . A thr ead waits for permission to pr oceed and then signals that it has pr oceeded by performing a P operation on the semaphor e.

The semantics of the operation ar e such that the thr ead must wait until the semaphor e�s value is positive, then change the semaphor e�s value by subtracting one fr om it. When it is �nished, the thr ead performs a V operation, which changes the semaphor e�s value by adding one to it. It is cr ucial that these operations take place atomically�they cannot be subdivided into pieces between which other actions on the semaphor e can take place. In the P operation, the semaphor e�s value must be positive just befor e it is decr emented (resulting in a value that is guaranteed to be nonnegative and one less than what it was befor e it was decr emented).

In both P and V operations, the arithmetic must take place without interfer ence. If two V operations ar e performed simultaneously on the same semaphor e, the net ef fect should be that the semaphor e�s new value is two greater than it was.

The mnemonic signi�cance of P and V is lost on most of the world, as Dijkstra is Dutch. However , in the inter est of tr ue scholarship: P stands for prolagen, a made-up wor d derived fr om proberen te verlagen, which means try to decrease. V stands for verhogen, which means increase. This is discussed in one of Dijkstra�s technical notes, EWD 74.

sem_wait(3T) and sem_post(3T) correspond to Dijkstra�s P and V

operations. sem_trywait(3T) is a conditional form of the P operation: if the calling thr ead cannot decr ement the value of the semaphor e without waiting, the call r eturns immediately with a nonzer o value.

4 There are two basic sorts of semaphor es: binary semaphor es, which never take on values other than zer o or one, and counting semaphor es, which can take on arbitrary nonnegative values. A binary semaphor e is logically just like a mutex.

However , although it is not enfor ced, mutexes should be unlocked only by the thread holding the lock. Ther e is no notion of �the thr ead holding the semaphor e,� so any thr ead can perform a V (or sem_post(3T)) operation.

Counting semaphor es are about as powerful as conditional variables (used in conjunction with mutexes). In many cases, the code might be simpler when it is implemented with counting semaphor es rather than with condition variables (as shown in the next few examples).

However , when a mutex is used with condition variables, ther e is an implied bracketing�it is clear which part of the pr ogram is being pr otected. This is not necessarily the case for a semaphor e, which might be called the go to of concurr ent pr ogramming�it is powerful but too easy to use in an unstr uctur ed, unfathomable way .

Counting Semaphores

Conceptually , a semaphor e is a nonnegative integer count. Semaphor es are typically used to coor dinate access to r esour ces, with the semaphor e count initialized to the number of fr ee resour ces. Threads then atomically incr ement the count when r esour ces are added and atomically decr ement the count when resour ces are removed.

When the semaphor e count becomes zer o, indicating that no mor e resour ces are present, thr eads trying to decr ement the semaphor e block wait until the count becomes gr eater than zer o.

Table4-7 Routines for Semaphor es

Initialize a Semaphore sem_init(3R) page 108 Increment a Semaphore sem_post(3R) page 110 Block on a Semaphore Count sem_wait(3R) page 111 Decrement a Semaphore Count sem_trywait(3R) page 112 Destroy the Semaphore State sem_destroy(3R) page 113

4 Because semaphor es need not be acquir ed and r eleased by the same thr ead, they can be used for asynchr onous event noti�cation (such as in signal handlers). And, because semaphor es contain state, they can be used asynchr onously without acquiring a mutex lock as is r equir ed by condition variables. However , semaphor es are not as ef �cient as mutex locks.

By default, ther e is no de�ned or der of unblocking if multiple thr eads ar e waiting for a semaphor e.

Semaphor es must be initialized befor e use, but they do not have attributes.

Initialize a Semaphore

sem_init(3R)

Use sem_init() to initialize the semaphor e variable pointed to by sem by value amount. If the value of pshared is zero, then the semaphor e cannot be shar ed between pr ocesses. If the value of pshared is nonzer o, then the semaphor e can be shar ed between pr ocesses.

Multiple thr eads must not initialize the same semaphor e simultaneously .

A semaphor e must not be r einitialized while other thr eads might be using it.

Prototype:
int sem_init(sem_t *sem, int pshared, unsigned int value);

#include <semaphore.h>

sem_t sem;
int pshared;
int ret;
int value;

/* initialize the semaphore */

ret = sem_init(&sem, pshared, value);

4 Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — The value ar gument exceeds SEM_VALUE_MAX.

ENOSPC — A resour ce requir ed to initialize the semaphor e has been exhausted.

The limit on semaphor es SEM_NSEMS_MAX has been r eached.

EPERM — The pr ocess lacks the appr opriate privileges to initialize the

semaphor e.

Initializing Semaphor es With Intrapr ocess Scope When pshared is 0, the semaphor e can be used by all the thr eads in this pr ocess, only.

Initializing Semaphor es With Interpr ocess Scope When pshared is nonzer o, the semaphor e can be shar ed by other pr ocesses.

#include <semaphore.h>

sem_t sem;
int ret;
int count = 4;

/* to be used within this process only */

ret = sem_init(&sem, 0, count);

#include <semaphore.h>

sem_t sem;
int ret;
int count = 4;

/* to be used within this process only */

ret = sem_init(&sem, 1, count);

4 Named Semaphores

The functions sem_open(3R), sem_getvalue(3R), sem_close(3R), and

sem_unlink(3R) are available to open, r etrieve, close, and r emove named

semaphor es. Using sem_open(), you can cr eate a semaphor e that has a name de�ned in the �lesystem name space.

Named semaphor es are like pr ocess shar ed semaphor es, except that they ar e referenced with a pathname rather than a pshared value.

For mor e information about named semaphor es, see sem_open(3R),

sem_getvalue(3R), sem_close(3R), and sem_unlink(3R).

Increment a Semaphore

sem_post(3R)

Use sem_post() to atomically incr ement the semaphor e pointed to by sem. When any thr eads ar e blocked on the semaphor e, one is unblocked.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — sem points to an illegal addr ess.

 Prototype:
 int sem_post(sem_t *sem);

 #include <semaphore.h>

 sem_t sem;
 int ret;

ret = sem_post(&sem); /* semaphore is posted */

4 Block on a Semaphore Count

sem_wait(3R)

Use sem_wait() to block the calling thr ead until the count in the semaphor e pointed to by sem becomes gr eater than zer o, then atomically decr ement it. Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — sem points to an illegal addr ess.
EINTR — A signal interr upted this function.
EDEADLK — A deadlock condition was detected.

 Prototype:
 int sem_wait(sem_t *sem);
 #include <semaphore.h>
 sem_t sem;
 int ret;
 ret = sem_wait(&sem); /* wait for semaphore */

4 Decrement a Semaphore Count

sem_trywait(3R)

Use sem_trywait() to atomically decr ement the count in the semaphor e pointed to by sem when the count is gr eater than zer o. This function is a nonblocking version of sem_wait(). Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When any of the following conditions occur , the function fails and r eturns the corr esponding value.

EINVAL — sem points to an illegal addr ess.
EINTR — A signal interr upted this function.
EDEADLK — A deadlock condition was detected.
EAGAIN — The semaphor e was alr eady locked, so it cannot be immediately

locked by the sem_trywait() operation.

Prototype:
int sem_trywait(sem_t *sem);
#include <semaphore.h>
sem_t sem;
int ret;

ret = sem_trywait(&sem); /* try to wait for semaphore*/

4 Destroy the Semaphore State

sem_destroy(3R)

Use sem_destroy() to destr oy any state associated with the semaphor e pointed to by sem. The space for storing the semaphor e is not fr eed.

Return Values Returns zer o after completing successfully . Any other r eturned value indicates that an err or occurr ed. When the following condition occurs, the function fails and r eturns the corr esponding value.

EINVAL — sem points to an illegal addr ess.

 Prototype:
 int sem_destroy(sem_t *sem);

 #include <semaphore.h>

 sem_t sem;
 int ret;

ret = sem_destroy(&sem); /* the semaphore is destroyed */

4 The Producer/Consumer Problem, Using Semaphores

The data str uctur e in Code Example 4-14 is similar to that used for the solution with condition variables (see page 84). Two semaphor es represent the number of full and empty buf fers and ensur e that pr oducers wait until ther e are empty buffers and that consumers wait until ther e are full buf fers.

Another pair of (binary) semaphor es plays the same r ole as mutexes, contr olling access to the buf fer when ther e are multiple pr oducers and multiple empty buf fer slots, and when ther e are multiple consumers and multiple full buffer slots. Mutexes would work better her e, but would not pr ovide as good an example of semaphor e use.

CodeExample4-14 The Pr oducer/Consumer Pr oblem W ith Semaphor es

typedef struct {
    char buf[BSIZE];
    sem_t occupied;
    sem_t empty;
    int nextin;
    int nextout;
    sem_t pmut;
    sem_t cmut;
} buffer_t;

buffer_t buffer;

sem_init(&buffer.occupied, 0, 0);
sem_init(&buffer.empty,0, BSIZE);
sem_init(&buffer.pmut, 0, 1);
sem_init(&buffer.cmut, 0, 1);
buffer.nextin = buffer.nextout = 0;

4 CodeExample4-15 The Pr oducer/Consumer Pr oblem — the Pr oducer

void producer(buffer_t *b, char item) {
    sem_wait(&b->empty);
    sem_wait(&b->pmut);
    b->buf[b->nextin] = item;
    b->nextin++;
    b->nextin %= BSIZE;
    sem_post(&b->pmut);
    sem_post(&b->occupied);
}

CodeExample4-16 The Pr oducer/Consumer Pr oblem — the Consumer

char consumer(buffer_t *b) {
    char item;
    sem_wait(&b->occupied);
    sem_wait(&b->cmut);
    item = b->buf[b->nextout];
    b->nextout++;
    b->nextout %= BSIZE;
    sem_post(&b->cmut);
    sem_post(&b->empty);
    return(item);
}

4 Synchronization Across Process Boundaries

Each of the synchr onization primitives can be set up to be used acr oss pr ocess boundaries. This is done quite simply by ensuring that the synchr onization variable is located in a shar ed memory segment and by calling the appr opriate

init routine, after the primitive has been initialized with its shar ed attribute

set as interpr ocess.

Producer/Consumer Problem Example

Code Example 4-17 shows the pr oducer/consumer pr oblem with the pr oducer and consumer in separate pr ocesses. The main r outine maps zer o-�lled memory (that it shar es with its child pr ocess) into its addr ess space.

A child pr ocess is cr eated that r uns the consumer . The par ent r uns the producer .

This example also shows the drivers for the pr oducer and consumer . The

producer_driver() simply r eads characters fr om stdin and calls
producer(). The consumer_driver() gets characters by calling
consumer() and writes them to stdout.

The data str uctur e for Code Example 4-17 is the same as that used for the solution with condition variables (see page 84). Two semaphor es represent the number of full and empty buf fers and ensur e that pr oducers wait until ther e are empty buf fers and that consumers wait until ther e are full buf fers.

CodeExample4-17 Synchr onization Acr oss Pr ocess Boundaries

main() {
    int zfd;
    buffer_t *buffer;
    pthread_mutexattr_t mattr;
    pthread_condattr_t cvattr_less, cvattr_more;

    zfd = open("/dev/zero", O_RDWR);
    buffer = (buffer_t *)mmap(NULL, sizeof(buffer_t),
        PROT_READ|PROT_WRITE, MAP_SHARED, zfd, 0);
    buffer->occupied = buffer->nextin = buffer->nextout = 0;

    mutex_attr_init(&mattr);
    pthread_mutexattr_setpshared(&mattr,
PTHREAD_PROCESS_SHARED);
    mutex_init(&buffer->lock, &mattr);

4

    pthread_condattr_init(cvattr_less);
    pthread_condattr_setpshared(&cvattr_less,
        PTHREAD_PROCESS_SHARED);
    pthread_cond_init(&buffer->less, &cvattr_less);

    pthread_condattr_init(cvattr_more);
    pthread_condattr_setpshared(&cvattr_more,
        PTHREAD_PROCESS_SHARED);
    pthread_cond_init(&buffer->more, &cvattr_more);

    if (fork() == 0)
        consumer_driver(buffer);
    else
        producer_driver(buffer);
}

void producer_driver(buffer_t *b) {
    int item;

    while (1) {
        item = getchar();
        if (item == EOF) {
            producer(b, �\0�);
            break;
        } else
            producer(b, (char)item);
    }
}

void consumer_driver(buffer_t *b) {
    char item;

    while (1) {
        if ((item = consumer(b)) == �\0�)
            break;
        putchar(item);
    }
}

CodeExample4-17 Synchr onization Acr oss Pr ocess Boundaries

4

Interprocess Locking Without the Threads Library

Although not generally r ecommended, it is possible in Solaris thr eads to do interpr ocess locking without using the thr eads library . If this is something you want to do, see the instr uctions in �Using LWPs Between Pr ocesses� on page 220.

Comparing Primitives

The most basic synchr onization primitive in thr eads is the mutual exclusion lock. So, it is the most ef �cient mechanism in both memory use and execution time. The basic use of a mutual exclusion lock is to serialize access to a resour ce.

The next most ef �cient primitive in thr eads is the condition variable. The basic use of a condition variable is to block on a change of state. Remember that a mutex lock must be acquir ed befor e blocking on a condition variable and must be unlocked after r eturning fr om pthread_cond_wait(3T). The mutex lock must also be held acr oss the change of state that occurs befor e the corresponding call to pthread_cond_signal(3T).

The semaphor e uses mor e memory than the condition variable. It is easier to use in some cir cumstances because a semaphor e variable functions on state rather than on contr ol. Unlike a lock, a semaphor e does not have an owner . Any thr ead can incr ement a semaphor e that has blocked.

void consumer_driver(buffer_t *b) {
    char item;

    while (1) {
        if ((item = consumer(b)) == �\0�)
            break;
        putchar(item);
    }
}