Programming Guidelines 7

This chapter gives some pointers on pr ogramming with thr eads. Dif ferences between single-thr eaded thinking and multithr eaded thinking ar e emphasized.

Historically , most code has been designed for single-thr eaded pr ograms. This is especially tr ue for most of the library r outines called fr om C pr ograms. The following implicit assumptions wer e made for single-thr eaded code:

¥ When you write into a global variable and then, a moment later , read fr om

it, what you r ead is exactly what you just wr ote.

¥ This is also tr ue for nonglobal, static storage. ¥ You do not need synchr onization because ther e is nothing to synchr onize

with. The next few examples discuss some of the pr oblems that arise in multithr eaded pr ograms because of these assumptions, and how you can deal with them.

Rethinking Global Variables page 116 Providing for Static Local Variables page 117 Synchronizing Threads page 117 Avoiding Deadlock page 121 Following Some Basic Guidelines page 123 Working With Multipr ocessors page 126

7 Rethinking Global Variables

Traditional, single-thr eaded C and UNIX have a convention for handling err ors detected in system calls. System calls can r eturn anything as a functional value (for example, write() returns the number of bytes that wer e transferr ed). However , the value -1 is r eserved to indicate that something went wr ong. So, when a system call r eturns -1, you know that it failed.

Rather than r eturn the actual err or code (which could be confused with normal return values), the err or code is placed into the global variable errno. When the system call fails, you can look in errno to �nd what went wr ong.

Now consider what happens in a multithr eaded envir onment when two threads fail at about the same time, but with dif ferent err ors. Both expect to �nd their err or codes in errno, but one copy of errno cannot hold both values. This global variable appr oach simply does not work for multithr eaded programs.

The Solaris thr eads package solves this pr oblem thr ough a conceptually new storage class�thr ead-speci�c data. This storage is similar to global storage in that it can be accessed fr om any pr ocedur e in which a thr ead might be r unning. However , it is private to the thr ead�when two thr eads r efer to the thr eadspeci�c data location of the same name, they ar e referring to two dif ferent areas of storage.

So, when using thr eads, each r eference to errno is thr ead speci�c because each thread has a private copy of errno.

CodeExample7-1 Global Variables and errno

extern int errno;
...
if (write(file_desc, buffer, size) == -1) {
    /* the system call failed */
    fprintf(stderr, �something went wrong, �
        �error code = %d\n�, errno);
    exit(1);
}
...

7 Providing for Static Local Variables

Code Example 7-2 shows a pr oblem similar to the errno problem, but involving static storage instead of global storage. The function

gethostbyname(3N) is called with the computer name as its ar gument. The

return value is a pointer to a str uctur e containing the r equir ed information for contacting the computer thr ough network communications.

Returning a pointer to an automatic local variable is generally not a good idea, although it works in this case because the variable is static. However , when two thr eads call this variable at once with dif ferent computer names, the use of static storage con�icts.

Thread-speci�c data could be used on a r eplacement for static storage, as in the

errno problem, but this involves dynamic allocation of storage and adds to

the expense of the call.

A better way to handle this kind of pr oblem is to make the caller of

gethostbyname() supply the storage for the r esult of the call. This is done by

having the caller supply an additional ar gument, an output ar gument, to the routine. This r equir es a new interface to gethostbyname().

This technique is used in Solaris thr eads to �x many of these pr oblems. In most cases, the name of the new interface is the old name with � _r� appended, as in

gethostbyname_r(3N).

Synchronizing Threads

The thr eads in an application must cooperate and synchr onize when sharing the data and the r esour ces of the pr ocess.

CodeExample7-2 The gethostbyname() Problem

struct hostent *gethostbyname(char *name) {
    static struct hostent result;
        /* Lookup name in hosts database */
        /* Put answer in result */
    return(&result);
}

7 A problem arises when multiple thr eads call something that manipulates an object. In a single-thr eaded world, synchr onizing access to such objects is not a problem, but as Code Example 7-3 illustrates, this is a concern with multithr eaded code. (Note that the Solaris printf(3S) is safe to call for a multithr eaded pr ogram; this example illustrates what could happen if

printf() were not safe.)

Single-Threaded Strategy

One strategy is to have a single, application-wide mutex lock that is acquir ed whenever any thr ead in the application is r unning and is r eleased befor e it must block. Since only one thr ead can be accessing shar ed data at any one time, each thr ead has a consistent view of memory .

Because this is ef fectively a single-thr eaded pr ogram, very little is gained by this strategy .

Reentrance

A better appr oach is to take advantage of the principles of modularity and data encapsulation. A r eentrant function is one that behaves corr ectly if it is called simultaneously by several thr eads. W riting a r eentrant function is a matter of understanding just what behaves correctly means for this particular function.

Functions that ar e callable by several thr eads must be made r eentrant. This might r equir e changes to the function interface or to the implementation.

CodeExample7-3 The printf() Problem

/* thread 1: */
    printf("go to statement reached");

/* thread 2: */
    printf("hello world");

printed on display:
    go to hello

7 Functions that access global state, like memory or �les, have r eentrance problems. These functions need to pr otect their use of global state with the appr opriate synchr onization mechanisms pr ovided by Solaris thr eads.

The two basic strategies for making functions in modules r eentrant ar e code locking and data locking.

Code Locking

Code locking is done at the function call level and guarantees that a function executes entir ely under the pr otection of a lock. The assumption is that all access to data is done thr ough functions. Functions that shar e data should execute under the same lock.

Some parallel pr ogramming languages pr ovide a constr uct called a monitor that implicitly does code locking for functions that ar e de�ned within the scope of the monitor . A monitor can also be implemented by a mutex lock.

Functions under the pr otection of the same mutex lock or within the same monitor ar e guaranteed to execute atomically with r espect to each other .

Data Locking

Data locking guarantees that access to a collectionof data is maintained consistently . For data locking, the concept of locking code is still ther e, but code locking is ar ound r eferences to shar ed (global) data, only . For a mutual exclusion locking pr otocol, only one thr ead can be in the critical section for each collection of data.

Alternatively , in a multiple r eaders, single writer pr otocol, several r eaders can be allowed for each collection of data or one writer . Multiple thr eads can execute in a single module when they operate on dif ferent data collections and do not con�ict on a single collection for the multiple r eaders, single writer protocol. So, data locking typically allows mor e concurr ency than does code locking.

What strategy should you use when using locks (whether implemented with mutexes, condition variables, or semaphor es) in a pr ogram? Should you try to achieve maximum parallelism by locking only when necessary and unlocking as soon as possible ( �ne-grained locking)? Or should you hold locks for long periods to minimize the over head of taking and r eleasing them ( coarse-grained locking)?

7 The granularity of the lock depends on the amount of data it pr otects. A very coarse-grained lock might be a single lock to pr otect all data. Dividing how the data is pr otected by the appr opriate number of locks is very important. T oo �ne a grain of locking can degrade performance. The small cost associated with acquiring and r eleasing locks can add up when ther e are too many locks.

The common wisdom is to start with a coarse-grained appr oach, identify bottlenecks, and add �ner -grained locking wher e necessary to alleviate the bottlenecks. This is r easonably sound advice, but use your own judgment about taking it to the extr eme.

Invariants

For both code locking and data locking, invariants are important to contr ol locking complexity . An invariant is a condition or r elation that is always tr ue.

The de�nition is modi�ed somewhat for concurr ent execution: an invariant is a condition or r elation that is tr ue when the associated lock is being set. Once the lock is set, the invariant can be false. However , the code holding the lock must reestablish the invariant befor e releasing the lock.

An invariant can also be a condition or r elation that is tr ue when a lock is being set. Conditional variables can be thought of as having an invariant that is the condition.

CodeExample7-4 Testing the Invariant W ith assert(3X)

The assert() statement is testing the invariant. The cond_wait() function does not pr eserve the invariant, which is why the invariant must be r eevaluated when the thr ead r eturns.

    mutex_lock(&lock);
    while((condition)==FALSE)
        cond_wait(&cv,&lock);
    assert((condition)==TRUE);
      .
      .
      .
    mutex_unlock(&lock);

7 Another example is a module that manages a doubly linked list of elements. For each item on the list a good invariant is the forwar d pointer of the pr evious item on the list that should also point to the same thing as the backwar d pointer of the forwar d item.

Assume this module uses code-based locking and ther efore is pr otected by a single global mutex lock. When an item is deleted or added the mutex lock is acquir ed, the corr ect manipulation of the pointers is made, and the mutex lock is released. Obviously , at some point in the manipulation of the pointers the invariant is false, but the invariant is r eestablished befor e the mutex lock is released.

Avoiding Deadlock

Deadlock is a permanent blocking of a set of thr eads that ar e competing for a set of r esour ces. Just because some thr ead can make pr ogress does not mean that ther e is not a deadlock somewher e else.

The most common err or causing deadlock is self deadlock or recursive deadlock: a thread tries to acquir e a lock it is alr eady holding. Recursive deadlock is very easy to pr ogram by mistake.

For example, if a code monitor has every module function grabbing the mutex lock for the duration of the call, then any call between the functions within the module pr otected by the mutex lock immediately deadlocks. If a function calls some code outside the module which, thr ough some cir cuitous path, calls back into any method pr otected by the same mutex lock, then it will deadlock too.

The solution for this kind of deadlock is to avoid calling functions outside the module when you don�t know whether they will call back into the module without r eestablishing invariants and dr opping all module locks befor e making the call. Of course, after the call completes and the locks ar e reacquir ed, the state must be veri�ed to be sur e the intended operation is still valid.

An example of another kind of deadlock is when two thr eads, thr ead 1 and thread 2, each acquir es a mutex lock, A and B, r espectively . Suppose that thread 1 tries to acquir e mutex lock B and thr ead 2 tries to acquir e mutex lock A. Thread 1 cannot pr oceed and it is blocked waiting for mutex lock B. Thr ead 2 cannot pr oceed and it is blocked waiting for mutex lock A. Nothing can change, so this is a permanent blocking of the thr eads, and a deadlock.

7 This kind of deadlock is avoided by establishing an or der in which locks ar e acquir ed (a lock hierarchy). When all thr eads always acquir e locks in the speci�ed or der, this deadlock is avoided.

Adhering to a strict or der of lock acquisition is not always optimal. When thread 2 has many assumptions about the state of the module while holding mutex lock B, giving up mutex lock B to acquir e mutex lock A and then reacquiring mutex lock B in or der would cause it to discar d its assumptions and r eevaluate the state of the module.

The blocking synchr onization primitives usually have variants that attempt to get a lock and fail if they cannot, such as mutex_trylock(). This allows threads to violate the lock hierar chy when ther e is no contention. When ther e is contention, the held locks must usually be discar ded and the locks r eacquir ed in order.

Scheduling Deadlocks

Because ther e is no guaranteed or der in which locks ar e acquir ed, a common problem in thr eaded pr ograms is that a particular thr ead never acquir es a lock (usually a condition variable), even though it seems that it should.

This usually happens when the thr ead that holds the lock r eleases it, lets a small amount of time pass, and then r eacquir es it. Because the lock was released, it might seem that the other thr ead should acquir e the lock. But, because nothing blocks the thr ead holding the lock, it continues to r un fr om the time it r eleases the lock until it r eacquir es the lock, and so no other thr ead is run.

You can usually solve this type of pr oblem by calling thr_yield(3T) just before the call to r eacquir e the lock. This allows other thr eads to r un and to acquir e the lock.

Because the time-slice r equir ements of applications ar e so variable, the thr eads library does not impose any . Use calls to thr_yield() to make thr eads shar e time as you r equir e.

Locking Guidelines

Here are some simple guidelines for locking.

7 ¥ Try not to hold locks acr oss long operations like I/O wher e performance can

be adversely af fected.

¥ Don�t hold locks when calling a function that is outside the module and that

might r eenter the module.

¥ Don�t try for excessive pr ocessor concurr ency. Without intervening system

calls or I/O operation, locks ar e usually held for short amounts of time and contention is rar e. Fix only those locks that have measur ed contention.

¥ When using multiple locks, avoid deadlocks by making sur e that all thr eads

acquir e the locks in the same or der.

Following Some Basic Guidelines ¥ Know what you ar e importing and whether it is safe.

A thr eaded pr ogram cannot arbitrarily enter nonthr eaded code.

¥ Threaded code can safely r efer to unsafe code only fr om the initial thr ead.

This ensur es that the static storage associated with the initial thr ead is used only by that thr ead.

¥ Sun-supplied libraries ar e de�ned to be safe unless explicitly documented as

unsafe. If a reference manual entry does not say whether a function is MT -Safe, it is safe. All MT -unsafe functions ar e identi�ed explicitly in the manual page.

¥ Use compilation �ags to manage binary incompatible sour ce changes.

Either specify -D_REENTRANT when compiling or be sure that _REENTRANT is defined before any header file is included.

¥ When making a library safe for multithr eaded use, do not thr ead global

process operations.

Do not change global operations (or actions with global side ef fects) to behave in a thr eaded manner . For example, if �le I/O is changed to per - thread operation, thr eads cannot cooperate in accessing �les.

For thr ead-speci�c behavior , or thread cognizant behavior , use thr ead facilities. For example, when the termination of main() should terminate only the thr ead that is exiting main(), the end of main() should be:

      thr_exit();
      /*NOTREACHED*/

7 Creating Threads

The Solaris thr eads package caches the thr eads data str uctur e, stacks, and LWPs so that the r epetitive cr eation of unbound thr eads can be inexpensive.

Unbound thr ead cr eation is very inexpensive when compar ed to pr ocess creation or even to bound thr ead cr eation. In fact, the cost is similar to unbound thr ead synchr onization when you include the context switches to stop one thr ead and start another .

So, creating and destr oying thr eads as they ar e requir ed is usually better than attempting to manage a pool of thr eads that wait for independent work.

A good example of this is an RPC server that cr eates a thr ead for each r equest and destr oys it when the r eply is deliver ed, instead of trying to maintain a pool of thr eads to service r equests.

While thr ead cr eation is r elatively inexpensive when compar ed to pr ocess creation, it is not inexpensive when compar ed to the cost of a few instr uctions. Create thr eads for pr ocessing that lasts at least a couple of thousand machine instr uctions.

Thread Concurrency

By default, Solaris thr eads attempts to adjust the system execution r esour ces (LWPs) used to r un unbound thr eads to match the r eal number of active threads. While the Solaris thr eads package cannot make perfect decisions, it at least ensur es that the pr ocess continues to make pr ogress.

When you have some idea of the number of unbound thr eads that should be simultaneously active (executing code or system calls), tell the library thr ough

thr_setconcurrency(3T).

For example:

¥ A database server that has a thr ead for each user should tell Solaris thr eads

the expected number of simultaneously active users.

¥ A window server that has one thr ead for each client should tell Solaris

threads the expected number of simultaneously active clients.

¥ A �le copy pr ogram that has one r eader thr ead and one writer thr ead

should tell Solaris thr eads that the desir ed concurr ency level is two.

7 Alternatively , the concurr ency level can be incr emented by one thr ough the

THR_NEW_LWP �ag as each thr ead is cr eated.

Include unbound thr eads blocked on interpr ocess (USYNC_PROCESS) synchr onization variables as active when you compute thr ead concurr ency. Exclude bound thr eads�they do not r equir e concurr ency support fr om Solaris threads because they ar e equivalent to L WPs.

Ef�ciency

A new thr ead is cr eated with thr_create(3T) in less time than an existing thread can be r estarted. This means that it is mor e ef�cient to cr eate a new thread when one is needed and have it call thr_exit(3T) when it has completed its task than it would be to stockpile an idle thr ead and r estart it.

Bound Threads

Bound thr eads ar e mor e expensive than unbound thr eads. Because bound threads can change the attributes of the underlying L WP, the LWPs ar e not cached when the bound thr eads exit. Instead, the operating system pr ovides a new LWP when a bound thr ead is cr eated and destr oys it when the bound thread exits.

Use bound thr eads only when a thr ead needs r esour ces that ar e available only through the underlying L WP, such as a virtual time interval timer or an alternate stack, or when the thr ead must be visible to the kernel to be scheduled with r espect to all other active thr eads in the system, as in r ealtime scheduling.

Use unbound thr eads even when you expect all thr eads to be active simultaneously . This allows Solaris thr eads to ef �ciently cache L WP and thr ead resour ces so that thr ead cr eation and destr uction ar e fast.

Thread Creation Guidelines

Here are some simple guidelines for using thr eads.

¥ Use thr eads for independent activities that must do a meaningful amount of

work.

¥ Use thr eads to take advantage of CPU concurr ency.

7 ¥ Use bound thr eads only when absolutely necessary , that is, when some

facility of the underlying L WP is requir ed. Use thr_setconcurrency(3T) to tell Solaris thr eads how many thr eads you expect to be simultaneously active.

Working With Multipr ocessors

The Solaris thr eads package lets you take advantage of multipr ocessors. In many cases, pr ogrammers must be concerned with whether the multithr eaded application r uns on a unipr ocessor or a multipr ocessor.

One such case involves the memory model of the multipr ocessor. You cannot always assume that changes made to memory by one pr ocessor ar e immediately r e�ected in the other pr ocessors� views of that memory .

Another multipr ocessor issue is ef �cient synchr onization when thr eads must wait until all have r eached a common point in their execution.

Note — The issues discussed her e are not important when the thr eads synchr onization primitives ar e always used to access shar ed memory locations.

The Underlying Architecture

When thr eads synchr onize access to shar ed storage locations using the Solaris threads synchr onization r outines, the ef fect of running a pr ogram on a shar edmemory multipr ocessor is identical to the ef fect of running the pr ogram on a unipr ocessor.

However , in many situations a pr ogrammer might be tempted to take advantage of the multipr ocessor and use �tricks� to avoid the synchr onization routines. As Code Example 7-5 and Code Example 7-6 show, such tricks can be danger ous.

Understanding the memory models supported by common multipr ocessor architectur es helps to understand the dangers.

The major multipr ocessor components ar e:

¥ The processors themselves ¥ Store buffers, which connect the pr ocessors to their caches

7 ¥ Caches, which hold the contents of r ecently accessed or modi�ed storage

locations

¥ memory, which is the primary storage (and is shar ed by all pr ocessors).

In the simple traditional model, the multipr ocessor behaves as if the pr ocessors are connected dir ectly to memory: when one pr ocessor stor es into a location and another immediately loads fr om the same location, the second pr ocessor loads what was stor ed by the �rst. Caches can be used to speed the average memory access, and the desir ed semantics can be achieved when the caches ar e kept consistent with one another .

A problem with this simple appr oach is that the pr ocessor must often be delayed to make certain that the desir ed semantics ar e achieved. Many modern multipr ocessors use various techniques to pr event such delays, which, unfortunately , change the semantics of the memory model. T wo of these techniques and their ef fects ar e explained in the next two examples.

7 �Shared-Memory� Multiprocessors

Consider the purported solution to the pr oducer/consumer pr oblem shown in Code Example 7-5. Although this pr ogram works on curr ent SPARC-based multipr ocessors, it assumes that all multipr ocessors have str ongly or dered memory . This pr ogram is ther efore not portable.

When this pr ogram has exactly one pr oducer and exactly one consumer and is run on a shar ed-memory multipr ocessor, it appears to be corr ect. The difference between in and out is the number of items in the buf fer. The producer waits (by r epeatedly computing this dif ference) until ther e is room for a new item, and the consumer waits until ther e is an item in the buf fer.

For memory that is strongly ordered (for instance, a modi�cation to memory on one pr ocessor is immediately available to the other pr ocessors), this solution is correct (it is corr ect even taking into account that in and out will eventually over�ow , as long as BSIZE is less than the lar gest integer that can be represented in a wor d).

Shared-memory multipr ocessors do not necessarily have str ongly or dered memory . A change to memory by one pr ocessor is not necessarily available immediately to the other pr ocessors. When two changes to dif ferent memory

CodeExample7-5 The Pr oducer/Consumer Pr oblem�Shar ed Memory Multipr ocessors

                    char buffer[BSIZE];
                    unsigned int in = 0;
                    unsigned int out = 0;

void                             char
producer(char item) {              consumer(void) {
                                    char item;
    do
        ;/* nothing */                do
    while                                 ;/* nothing */
        (in - out == BSIZE);           while
                                         (in - out == 0);
    buffer[in%BSIZE] = item;            item = buffer[out%BSIZE];
    in++;                             out++;
}                                }

7 locations ar e made by one pr ocessor, the other pr ocessors do not necessarily see the changes in the or der in which they wer e made because changes to memory don�t happen immediately .

First the changes ar e stor ed in store buffers that ar e not visible to the cache. The processor looks at these stor e buffers to ensur e that a pr ogram has a consistent view, but because stor e buffers ar e not visible to other pr ocessors, a write by one pr ocessor doesn�t become visible until it is written to cache.

The Solaris synchr onization primitives (see Chapter 3, �Programming W ith Synchr onization Objects�) use special instr uctions that �ush the stor e buffers to cache. So, using locks ar ound your shar ed data ensur es memory consistency .

When memory or dering is very r elaxed, Code Example 7-5 has a pr oblem because the consumer might see that in has been incr emented by the pr oducer before it sees the change to the corr esponding buf fer slot. This is called weak ordering because stor es made by one pr ocessor can appear to happen out of order by another pr ocessor (memory , however , is always consistent fr om the same pr ocessor). To �x this, the code should use mutexes to �ush the cache.

The tr end is towar d relaxing memory or der. Because of this, pr ogrammers ar e becoming incr easingly car eful to use locks ar ound all global or shar ed data. As demonstrated by Code Example 7-5 and Code Example 7-6, locking is essential.

Peterson�s Algorithm

The code in Code Example 7-6 is an implementation of Peterson�s Algorithm, which handles mutual exclusion between two thr eads. This code tries to guarantee that ther e is never mor e than one thr ead in the critical section and that, when a thr ead calls mut_excl(), it enters the critical section sometime �soon.�

7 An assumption her e is that a thr ead exits fairly quickly after entering the critical section.

This algorithm works some of the time when it is assumed that the multipr ocessor has str ongly or dered memory .

Some multipr ocessors, including some SP ARC-based multipr ocessors, have store buffers. When a thr ead issues a stor e instr uction, the data is put into a store buffer. The buf fer contents ar e eventually sent to the cache, but not necessarily right away . (Note that the caches on each of the pr ocessors maintain a consistent view of memory , but modi�ed data does not r each the cache right away .)

When multiple memory locations ar e stor ed into, the changes r each the cache (and memory) in the corr ect order, but possibly after a delay . SPARCbased multipr ocessors with this pr operty ar e said to have total store order (TSO).

When one pr ocessor stor es into location A and then loads fr om location B, and another pr ocessor stor es into location B and loads fr om location A, the expectation is that either the �rst pr ocessor fetches the newly modi�ed value in location B or the second pr ocessor fetches the newly modi�ed value in location A, or both, but that the case in which both pr ocessors load the old values simply cannot happen.

However , with the delays caused by load and stor e buffers, the �impossible case� can happen.

CodeExample7-6 Mutual Exclusion for T wo Thr eads?

void mut_excl(int me /* 0 or 1 */) {
    static int loser;
    static int interested[2] = {0, 0};
    int other; /* local variable */

    other = 1 - me;
    interested[me] = 1;
    loser = me;
    while (loser == me && interested[other])
        ;

    /* critical section */
    interested[me] = 0;
}

7 What could happen with Peterson�s algorithm is that two thr eads r unning on separate pr ocessors each stor es into its own slot of the inter ested array and then loads fr om the other slot. They both see the old values (0), assume that the other party is not pr esent, and both enter the critical section. (Note that this is the sort of pr oblem that might not show up when you test a pr ogram, but only much later .)

This pr oblem is avoided when you use the thr eads synchr onization primitives, whose implementations issue special instr uctions to for ce the writing of the store buffers to the cache.

Parallelizing a Loop on a Shared-Memory Parallel Computer

In many applications, and especially numerical applications, while part of the algorithm can be parallelized, other parts ar e inher ently sequential (as shown in Code Example 7-7).

For example, you might pr oduce a set of matrices with a strictly linear computation, then perform operations on the matrices using a parallel algorithm, then use the r esults of these operations to pr oduce another set of matrices, then operate on them in parallel, and so on.

The natur e of the parallel algorithms for such a computation is that little synchr onization is r equir ed during the computation, but synchr onization of all the thr eads employed is r equir ed at the end to ensur e that all have �nished.

When the time spent executing the parallel algorithm is lar ge compar ed to the time r equir ed to cr eate and synchr onize the thr eads, the cost of thr ead cr eation and synchr onization is no pr oblem. But if the time r equir ed for the computation is not so lar ge, then the thr ead-cr eation and synchr onization times become very important.

CodeExample7-7 Multithr eaded Cooperation (Barrier Synchr onization)

while(a_great_many_iterations) {

    sequential_computation

    parallel_computation
}

7 Summary

This guide has cover ed basic thr eads pr ogramming issues. Look in Appendix A, �Sample Application Code� for pr ogram examples that use many of the featur es and styles that have been discussed.

Further Reading

For mor e information r elated to the subjects in this guide, see the following books:

¥ Algorithms for Mutual Exclusion by Michel Raynal (MIT Pr ess, 1986) ¥ Concurrent Programming by Alan Burns & Geof f Davies

(Addison-W esley, 1993)

¥ Distributed Algorithms and Pr otocols by Michel Raynal (W iley, 1988) ¥ Operating System Concepts by Silberschatz, Peterson, & Galvin

(Addison-W esley, 1991)

¥ Principles of Concurrent Programming by M. Ben-Ari (Pr entice-Hall, 1982)